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ABSTRACT:  An extensive literature review on confidential information in a B2C e-commerce 
Internet transaction from three key perspectives of customers, businesses as well government 
and industry is presented in this paper. The literature review examines how customers perceive 
their confidential information, how businesses understand and provide solutions to protect the 
confidential information and how the Australian government’s legislation and industry’s self-
regulation define the confidential information. Significant gaps in identifying confidential 
information among the three key perspectives are discussed. A framework is proposed for 
identifying confidential information in a B2C e-commerce Internet transaction by integrating the 
three key perspectives. The framework could be used by customers and businesses to identify 
confidential information in a consistent way. This paper is concluded by introducing possible 
future research issues.  

 

INTRODUCTION 

In a business-to-consumer (B2C) electronic commerce (e-commerce) context, Internet transactions 
are conducted between businesses and customers [Sch04]. E-commerce advances exchange of a 
large amount of information among its participants [Mao01]. The dramatic development of Internet 
technology requires confidential communications to be protected over the “open network” [WS96]. 
Confidentiality on the Internet has been defined on the basis that “only the sender and intended 
receiver should be able to understand the contents of the transmitted message” [KR03]. The definition 
of confidentiality in the e-commerce context has been given as “information that is private or sensitive 
should not be disclosed to unauthorized individuals, entities, or computer software process” [TK03]. A 
related but different concept is privacy. There are, however, different definitions of privacy in the 
literature. An early definition of privacy is “the right to be let alone” [WB90]. Another common definition 
is the “claim of individuals, groups and institutions to determine for themselves, when, how and to 
what extent information about them is communicated to others” [Wes67]. A more recent definition of 
privacy is “the subject (owner) of information can control” the information [AA03]. The last definition of 
privacy is used in this study.    
 
The literature review presented in the following section examines how customers perceive their 
confidential information, how businesses understand and provide solutions to protect the confidential 
information and how the Australian government’s legislation and industry’s self-regulation define the 
confidential information. The review, however, reveals significant gaps of identification of confidential 
information among the three key perspectives. A framework for identifying confidential information in 
a B2C e-commerce Internet transaction by integrating the three key perspectives is proposed. 
 
THREE KEY PERSPECTIVES 

Customer’s Perspective 

Privacy has become a problem for online customers, since “the Internet has become a transmission 
line and repository for privacy information” [Law98]. In the e-commerce environment, there is often a 
“one-way mirror effect”, that is, businesses ask customers to provide personal information, but 
customers have little knowledge about how their information will be used [CRA99].There is, however, 
still a lack of standards for privacy protection in the online environment [AA03]. By taking the 
limitations and risks of current Internet technologies into account, there is often “confusion and 
mistrust” from customers in the e-commerce environment [CRA99].  

Previous studies have reported the importance of understanding customer privacy concerns and 
found various factors that influence their concerns. A Roy Morgan [RM01] survey shows that the 
majority of participant customers claimed their privacy to be important. The customers’ privacy 
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concerns are surveyed in-depth by Ackerman, Cranor and Reagle [ACR99] and Cranor, Reagle and 
Ackerman [CRA99], who examined a range of e-commerce scenarios of the participant customers’ 
preferences about privacy. In both studies, a number of factors were identified as influencing 
customer privacy concerns. Recent studies by Arami et al. [ATPM04] and Bellman et al. [BJKL04] 
found that customer attitudes about privacy depended on a number of demographic factors such as 
gender, knowledge, and experience. The Office of the Victorian Privacy Commissioner [OVPC02] 
supports these findings and further reported other key influencing factors such as level of education 
and awareness of privacy legislation, age, nationality and ethnic background.  

Research findings also suggest that customers could have problems in the understanding of several 
terms associated with “personal information” or “privacy”. For example, a survey by Roy Morgan 
[RM01] in Australia found that respondent customers tended to use inconsistent and unclear 
definitions of the term personal information. When asked to define the term, the most common 
responses were: address (private/business), phone number (private/business), name and income 
details [RM01]. The health case notes, customer service information and personal opinions, which are 
defined by the legislation as personal information, were not mentioned by customers [RM01]. 
Moreover, a survey by the Office of the Victorian Privacy Commissioner [OVPC02] reports a study in 
the USA that found that customers meant different things when they talked about privacy. The survey 
found that for some Americans, privacy means anonymity, while for others it means confidentiality 
[OVPC02].    

Business’s Perspective 
 
An understanding of customers’ privacy concerns has become crucial for learning how to best collect 
and use individual customer’s personal information [CBSL02]. The identification of confidential 
information requires the e-commerce businesses to provide solutions to secure each customer’s 
confidential information.  
 
Technology Solutions: Confidentiality in an Internet transaction is usually provided by encryption 
[Bhi96].  There are several existing mechanisms to secure transactions based on cryptography, 
including SSL (Secure Socket Layer) / TLS (Transport Layer Security), IPsec (IP Security) and VPN 
(Virtual Private Network). Although IPsec offers a global security to all applications, the complexity of 
IPsec comes from the requirements of an IPsec stack to be installed [ARH04]. Similarly, due to the 
dynamic and distributed nature of VPN, a sophisticated system is required [ARH04]. In contrast, SSL 
is “widely deployed and its embedded base will cause it to supersede any other session-layer 
protocols” [Bhi96]. Thus, SSL and TLS protocol have been widely implemented and is now regarded 
as the “de facto standard” for providing secure e-commerce transactions over the Internet [Cho02] 
[SBEW01].    
 
Although SSL/TLS encrypts potentially strong security, (that is, the entire stream is protected), all 
material including materials which do not need to be secured, is protected to the same level [DJ99]. 
Thus, this approach has introduced significant performance constraints to the use of SSL/TLS. In 
addition, with SSL/TLS encryption, it is still possible to learn the IP address of the client and server 
machines and the length of data being exchanged [Gri04]. On the other hand, even though SSL/TLS 
support strong encryption during the Internet transaction, it could not guarantee the confidentiality of 
the message, because when the encrypted messages arrive at the server, they are all decrypted, 
which leaves the messages in plaintext [Cho02]. The privacy issue of database has also attracted the 
attention of the media. For instance, NineMsn [Nine05] reports that a worldwide incident in 2005 
“appears to be the largest yet involving financial data in a series of security breaches affecting 
consumer data at the databases of major financial institutions”. These findings indicated that the 
privacy of the Internet transaction and e-commerce database could not be ensured by just using 
encrypted transaction technologies like SSL/TLS [Bel05].   
 
Privacy Policies & Technologies: Privacy policies specify under what conditions business can 
exchange and legitimately use customer personal information [KFPSSD04].  Each privacy policy, 
however, differs greatly because of the lack of standardisation across different industries and 
organizations [AEHSBJ04]. Privacy technologies that address customer’s privacy concerns are 
introduced to facilitate the applications of privacy policies [Ack00]. The Platform for Privacy 
Preferences (P3P) is one of the privacy technologies which allow Web sites to convey their privacy 
policies in a computer-readable format [Cra03]. Another common technology, the Lucent Personal 
Web Assistant (LPWA), provides a pseudonym proxy for logging in to Web sites, “giving customers 
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consistent access to registration based systems without revealing potentially sensitive personal 
information” [Hoc00]. LPWA’s proxy-based design, however, tends to limit the server’s performance 
and decreases the overall reliability [Hoc00]. Fortunately, since P3P presents the privacy policy in a 
way that customers find easier to understand, its use could lead to other privacy improvements 
[Cra03]. For example, it could reduce the amount of information collected or secondary uses of that 
information [Cra03] [Ack00].  
 
A number of research studies [Gho02] [Hoc02] [KS02] have demonstrated that P3P is not without 
problems. They found that the P3P is not backed up by privacy technologies that could enforce the 
promises in the e-commerce business. Moreover, the vocabulary of P3P technology used to convey 
information practice disclosures remains quite complex [Hoc00]. As a result, there could be 
“misinterpretations and confusions” in the use of P3P [Hoc00] [Fis01]. Moreover, Fischer-Hübner 
[Fis01] argues that P3P in practice could push or even force customers to give up their privacy. In 
addition, Anton et al. [AEHSBJ04] argue that P3P could force customers’ preferences and concerns 
into defined privacy categories, further limiting their options. Improvement of the privacy policies and 
technologies, thus, tends to reply on the better understanding customer privacy concerns.  
 
Government & Industry’s Perspective 
 
Although the introduction of privacy legislations would provide a degree of security for customers and 
encourage confidence in e-commerce business, the impact of the legislations requires businesses to 
undergo a “cultural change” [Mar02]. They require and possibly force the e-commerce business to 
change the way they understand and protect customer personal information. 
 
Government Legislation: There is an established legislation in Australia that requires, as a matter of 
law, businesses to comply with the Privacy Act 1988 (covers public sector) and Privacy Amendment 
Act 2001 (covers a large parts of the private sector) [Mar02], when customers’ personal information is 
handled. The ten National Privacy Principles (NPPs) define the key obligations in respect to customer 
personal information [Als03]. The 1980 OECD Guidelines is one of examples of the 
internationalization of customer privacy protection [BJKL04]. The scope of international e-commerce 
and the nature of Internet technologies enable international cooperation to become a key aspect of 
the online protection of confidential information [APC03]. 
 
Greenleaf [Gre01] argues that the definition of personal information in the legislation could be 
problematic and may result in a severe effect on the applicability of the NPPs. The study revealed that 
it is not clear whether the email addresses or IP addresses constitute personal information [Gre01]. 
This argument is supported by Dixon [Dix01], who argues that the definition of “personal information 
is too broad” and “does not provide guidelines for privacy protection”. In contrast, the Australian 
Privacy Foundation [APF04] found that the definition of personal information to be limited. They argue 
that it is not clear if the legislation would cover, for example, “video images that have not been 
indexed by reference to individuals” [APF04]. In many countries, legislation could not keep up with the 
development of technologies, leaving serious gaps in protections [Ban99]. In Australia, nevertheless, 
Small and Medium Enterprise (SME) businesses are given certain exemptions from the privacy 
legislation [Mar02]. Thus, from the legislation perspective, there are either broad or limited definitions 
of the customer personal information, leaving the definitions of confidential information unclear to the 
customers and businesses.      
 
Industry Self-Regulations: The privacy seal program is one of the industry’s self-regulation 
approaches to protect customer confidential information. A privacy seal on the Web site can be 
accessed by customers to receive visual confirmation of the Web site’s compliance with the privacy 
seal program’s standards [KM02]. Privacy seals programs aim to make customers more comfortable 
with Internet transactions and to ensure e-commerce Web sites keep their privacy promises [SKR02]. 
Thus, online privacy seals could create extra trust for the online customers [KSL04]. The three major 
privacy seal programs include, namely, TRUSTe, CPA WebTrust and BBBOnline. Privacy seal 
programs could complement privacy policies, because customers often a trust third party protection 
organization rather than relying on the full privacy policy [AK02]. Privacy seal programs have been 
used as “an alternative approach adopted by many e-commerce businesses in the absence of 
comprehensive privacy regulations” [RBE03].  
 
Nevertheless, there could be problems with the design and effect of the privacy seal programs. They 
require an assessment of “fair information practice” on the e-commerce business. Such “fair 
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information practice”, however, could vary from industry to industry. The level of trust towards an e-
commence business could vary from one culture [Fuk95] to another. Demographical factors [CR04] 
also contribute to this variation. Another problem with privacy seals programs was found to be that 
they do not ensure real commitment to privacy protection, but only a compliance of Web site’s privacy 
statements with the assessment criteria of privacy seal programs [AK02] [MD03] [Moo05]. The 
question remains, however, whether the criteria adopted by the privacy seal programs meet the 
customer privacy expectations.     
 
A PROPOSED FRAMEWORK  
 
Issues of confidential information in B2C e-commerce introduce many challenges. A number of recent 
studies have surveyed the customer privacy issues [CR04] [CP04], technical solutions [CP02] 
[AGK03] [Gol03] [Lin05] [Sty05] and regulatory approaches [Fis01] [Pay04]. Discussions in previous 
sections, however, imply that there are potential problems in each of the three key perspectives:  
 

 It appears from the surveys that the concepts of “personal information” or “privacy” may not be 
fully understood by customers. Without comprehensively understanding confidential information 
from customer’s perspective, validity of the surveys would be limited.  

 
 The P3P specification makes numerous assumptions about how customers perceive privacy 

[RC99]. Privacy policy creation and customer privacy concerns are often found inconsistent with 
each other [EA04]. Unlike the heavy SSL/TLS “encrypts everything approach”, there is an 
opportunity to apply the XML Encryption technology to partially encrypt selected elements to be 
secured [Gee03] in order to minimize performance penalties [Men03]. 

 
 The nature of legislation constrains its specific definition of confidential information. As a result, 

businesses and customers may find it difficult to follow the legislation. In addition, so far, 
customers could only passively accept the Web site’s privacy policy or recognize the online seal 
programs [CP04]. This situation, however, contradicts the requirements of privacy, which claims 
control over customer’s confidential information.      

 
The literature review further demonstrates that there are significant gaps in the identification of 
confidential information from the perspectives of customers, business as well government and 
industry. The three key perspectives might have not adopted a consistent identification of confidential 
information (or its related concepts). Without a consistent understanding of the concept, however, any 
protection approaches of confidential information tends to be compromised. Early steps in the 
construction of a suitable framework for identifying confidential information in a B2C e-commerce 
Internet transaction are proposed below.  
 
Firstly, a data element from the business and customer perspective is classified into categories of 
confidential information. The data element could be single customer information value (for example, 
customer names). Confidential information in different categories represents different priorities to 
protect. The classification is based on the philosophy that “not all personal information is equal” 
[Ber00]. Criteria used in the classification are mainly based on the concept of “inference problem” 
[FJ02] and “level of linkability to its data subject” [KS02]. The classification incorporates a number of 
definitions of “personal (identifiable) information” [GS01] [Gre01] [Gol03] [RBE03] [Lin05] “private 
information” [GS01]; “privacy” [ATPM04] [CP02] [Gho02] [Fis01]; “aggregate or statistical information” 
[Fis01] [GS01]. There are three categories of confidential information in the framework, namely, 
Identifiable or Identified Information (III), Related Identifiable Information (RII) and General Identifiable 
Information (GII). Other data not falling into any of these categories has no confidential considerations 
and may be excluded. 
 

 The Identifiable or Identified Information is considered as unique, identifiable and identified for a 
customer. Examples include Social Security Number (SSN), Medicare number, credit card 
number and so on. Information classified at this level is very important to be protected, because 
they always act like “keys” to the many external databases, for instance, the bank databases 
held by the financial institutes [Ber00].  

 
 The Related Identifiable Information could be used in combinations to identify a customer. 

Examples are customers’ (first and last) names, (business and home) addresses, (business and 
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home) phone numbers and so on. Although in certain contexts, any of the RII information could 
uniquely identify a person, the combinations of two or more of them would increase the chance 
of the identification.   

 
 The General Identifiable Information can be used to identify a customer by using a combination 

of RII and GII. For example, the combinations of GII (birthday) and other RII (postcode) would be 
used to increase the chance of identifying a particular person [GS01].  

 
A conceptual overview of the classification of confidential information is shown in Figure 1 (a). The III, 
RII and GII are shown in three levels, which suggest an analogy with the famous Orwell quote “all 
animals (data) are equal, but some animals (data) are more equal than the others” [Orw45].  
 

    
       (a)            (b) 
         

Figure 1 – A Conceptual Classification of Confidential Information 
 

 
 

Figure 2 – A Diagram of Identifying Confidential Information Gap 
 

Secondly, in a B2C ecommerce environment, a customer could enter the confidential level (for 
example, medium or high) associated with the data element via a Web browser, while business could 
specify the level in their business privacy policy. The confidentiality levels will then be determined by 
an algorithm to determine the customer and business expectations of confidential level for a given 
data element. A quantifying algorithm shown in Figure 1(b) is applied for each data element. The data 
element is assigned value of 1 if it is not identified (either neglected or not applicable). If the data 
element is defined but not identified as confidential, then a value of 2 is assigned. In other cases, the 
values 3 to 5 will be given based on the level, including low, medium or high provided.  
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Thirdly, the value obtained from quantifying algorithm is translated to the diagram presented in Figure 
2 to determine the extent of the gap between actual (business) and expected (customer) levels of 
confidentiality. After obtaining both the value from customer and business perspective, an offset could 
be obtained and shown in the diagram. Offset falls on the balance line (C in Figure 2) represents a 
match between the customers and business for the level of confidentiality of a certain data element. 
When an offset falls above the balance line (B in Figure 2), business places a higher level of 
confidentiality over the customer concerns. The main problem occurs, however, when the offset falls 
below the balance line (A in Figure 2). The “unsatisfactory gaps areas” represents the gaps where 
business did not match the customers concerns for a given data element.  
 
CONCLUSION AND FUTURE RESEARCH  
 
The framework presented attempts to identify the confidentiality factors involved in assessing the 
privacy levels of data element that can be seen in a typical B2C e-commerce transaction. The 
combination solutions of the three key perspectives remain the future direction of confidential 
information protection [CP02] [Gol03]. The gaps in confidential information identified by the proposed 
framework could minimise possible inconsistency problems that occur in the combination approach. 
Future research would include more detailed criteria for the classification of confidential information. 
The quantifying algorithm and the diagram would also be complemented with detailed guidelines. As 
pointed out by Linn [Lin05], Stytz [Sty05] and Rezgui et al. [RBE03], the goal of future privacy 
protection would focus on presenting confidential information in a form that remains protected under 
customer’s control. Thus, the application of the framework would aim to provide guidelines for the 
customers to better understand their confidential information in the B2C e-commerce context. In 
addition, guidelines from the framework could complement the design of privacy technologies, for 
example, P3P. Future research is needed on how to integrate the framework guidelines with the XML 
Encryption design, which encrypts partial confidential information to increase the overall performance. 
Whether the framework is a suitable tool to be used for guiding the development of privacy policy by 
business needs to be empirically established. 
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