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Abstract

One problem facing the Linux kernel when running on largeesys is the multiprocessor scal-
ability of the pagecache under various workloads. Thisishe®poses a method for lockless
synchronisation of the pagecache to improve scalabilitgritical operations. The approach
taken to solve this problem was to determine the guarante®mgded by the existing syn-
chronisation scheme, then develop a lockless method whizVides the same guarantees.
An empirical study was conducted to compare the performaotie approaches. The results
demonstrate that some pagecache intensive workloads limaghput improved by orders of
magnitude on large systems, while being as good or betteingtesCPU systems. This work
also provides further avenues for improving pagecachalksiti&y.
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Chapter 1

Introduction

Caching is an important part of the design of computing systeThis has been true from the
very first electronic computers, and will continue to be foe foreseeable future. A cache
stores a copy of frequently used data in a location wherenibesaccessed more quickly than
from its original location.

Disk or file caches are very common in modern computer systdrey are usually imple-
mented and managed by the operating system, which uses reainmto hold a copy of parts
of the file or disk. As disks are very slow in comparison to RAMNttually all disk operations
in modern operating systems are performed via a cache.

Because disk or file caches are used so frequently, it is it@pofor an implementation to
achieve high performance in a wide range of usage pattamsnuix, this includes the ability
to perform well on multiprocessor systems.

Multiprocessor systems have existed for decades, but they frecently been gaining in im-
portance as they are becoming cheaper and more common. Witeenof processing cores
on a single chip is increasing as the gains in single corepagnce are diminishing. Today,
chips with as many as 8 cores exist, and this number is likelgdrease in future.

Unique performance considerations exist for multiprooesystems. Each processor must
prevent the intermediate steps of the algorithm being dgecfrom being made visible to
other processors, as that would cause problems. Access$aasdasually protected by locks,
which temporarily stop a processor until the lock is reldapeeventing intermediate data from
being seen. Synchronising processors with locks can bd@pamce problem if a significant
amount of time is spent waiting for the lock.

In Linux, a multiprocessor operating system, all processoust be allowed to access the file
or disk cache. These accesses must be synchronised scetrityndf the cache is maintained.
This is a bottleneck if a lock is used to synchronise the cadlms bottleneck is the topic of
concern of this thesis.



2 Introduction

1.1 Purpose

This thesis presents a new method for synchronising acoetfgetLinux pagecache (a file
cache) on multiprocessor systems without using lockingpmmon operations. This method
aims to provide increased performance, in particular ontiprokessor systems with large
numbers of CPUs.

1.2 Contribution

The major contributions made in this work are a lockless waktbr radix-tree synchronisation,
using Read-Copy Update (RCU); and a lockless method fordipagecache synchronisation
on multiprocessor systems.

Secondarily, a queueing model was developed for the theaketnalysis of multiprocessor
scalability in the presence of a contended resource, anthpirieal study of the performance
advantages of the lockless pagecache is presented.

1.3 Organisation

Chapter 2 provides the necessary background required to understéosgguent introduction
of the work being presented, including: a history and desion of the pagecache in Linux,
and related work in other systems; an overview of multipssoe systems and requirements of
software that runs on them; an introduction to the Read-Qépyate (RCU) method used to
implement the ‘lockless radix-tree’; and details specifithe development of the solution are
introduced, these include Linux memory management dedaispagecache synchronisation
requirements.

In Chapter 3, a queueing model is developed to analyse multiprocesatatslity, and demon-
strate the scalability problem inherent in any synchrdimisascheme involving locks. Note
that the reader may skip this chapter without missing angrinition required to understand
subsequent chapters.

Chapter 4 presents the lockless radix-tree. This data structuredd by the lockless page-
cache.

The lockless method for pagecache synchronisation is mexgsén Chapter 5.
An empirical study of the performance of the lockless pageeas undertaken iG@hapter 6.

Chapter 7 summarises the findings presented in this thesis, and ssggess of future work.
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1.4 Definitions

This section introduces some definitions used frequentigutfhout the thesis. Commonly
used terminology, not found in this section, follows acedpdefinitions.

Linux The Linux kernel. Linux has had several pagecache datastascand synchronisation
schemes in its history. Unless otherwise indicated, ‘Limafers to Linux 2.6.17.

Inode is a data structure on a filesystem that stores informatiowoitad file or directory, and
its contents. For this paper, it can be assumed thahage has a one-to-one correspon-
dence with a file. Linux has an in-memory data structure toasgmt an node, which
is used when an operation is to be performed on the file. Unl#swise indicated,

i node refers to this in-memory structure rather than the actuadénon disk.

Scalability The performance behaviour of a system in response to vargsmurces or prob-
lem size. This term is used to describe the performance dddftevarein response to
varying the number of processors in a multiprocessor system

Lock A lock is used to prevent one thread of execution from interéewith the intermediate
results of another. If a lock has been taken and not yet mdeas attempt by another
thread to acquire the lock halts the thread at that point thdilock is released.

Concurrent operations are those which are executed at the same timeredi processors.

Atomic operation which is seen has having executed completelyptoatrall, from the point
of view of concurrent processors.

Read-side When performing operations on a data structure, read-gy@eations are those
which do not alter the data structure. Typically a lookupragien is a read-side opera-
tion.

Write-side / update-side Write-side and/or update-side operations are those wHieh a
data structure. Typically item insertion and removal ariesside operations.

Lockless The term lockless is used in this paper to indicate that aifspeperation can be
carried out without the need for any locks to control accesa tritical section (ie.
locking is not required for multiprocessor synchronisaltio

Single threaded workloads are those where only a single thread of execusioarining, or
only a single thread is running in the code path of interest.

UP, SMP The Linux kernel offers UP (uniprocessor) and SMP (multiigssor) compile op-
tions which changes some operations. For example, the Utelkean optimise away
spinlocks, because it is known that no other CPU will be mgdhem.



Introduction




Chapter 2

Background

2.1 Pagecache history

2.1.1 Buffercache

The design of the original UNIX operating system includessk daching layer that is today
known as abuffercache Dennis Ritchie and Ken Thompson [Ritchie and Thompson JL978
describe the high level architecture of the buffercach&hia UNIX Time-Sharing System

To the user, both reading and writing of files appear to be Byorous and un-
buffered. That is, immediately after return from a read tladl data are available;
conversely, after a write the user’s workspace may be reusedact, the sys-
tem maintains a rather complicated buffering mechanismrd@duces greatly the
number of 1/O operations required to access a file. Supposégta @all is made
specifying transmission of a single byte. The system wdlicbeits buffers to see
whether the affected disk block currently resides in maimorg; if not, it will
be read in from the device. Then the affected byte is replactuk buffer and an
entry is made in a list of blocks to be written. The return fribva write call may
then take place, although the actual I/O may not be completeitla later time.
Conversely, if a single byte is read, the system determihesher the secondary
storage block in which the byte is located is already in onthefsystem’s buffers;
if so, the byte can be returned immediately. If not, the bieakad into a buffer
and the byte picked out.

Maurice Bach [Bach 1986] examines the buffercache in furttegail in The design of the
UNIX Operating SystenThe high level function of the buffercache is a cache of bidevice
(eg. disk) blocks. The buffercache is conceptually locétesiveen the block device interface
and block device drivers. For example, if a filesystem regube contents of a specific block
from a block device, the buffercache will be queried for thisck before the disk driver is
instructed to read the data from disk.
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The buffercache will not be examined further in this papénuk does have something equiv-
alent to a buffercache for block device access, howeveidliisplemented completely within
Linux’s pagecache infrastructdrand thus it requires no special consideration when examin-
ing pagecache synchronisation issues.

2.1.2 Pagecache

Many modern UNIX operating systems have the concept of agaape, which transparently
caches contents diles rather than the contents of block devices like the bufigrea The
pagecache obsoleted the buffercache in UNIX operatingesysivhen it was introduced in
SunOS 4Moran et al. 1987] (and later picked up I8VR4 UNIX. Linux and Solaris are
examples of current UNIX operating systems which have aqage.

A pagecache uses physical memory pages to hold file datahveiné stored and retrieved
according to their correspondir{g node, of fset) tuple, where node represents a unigue
file in the system, andf f set is the offset within that file. [Moran et al. 1987] explain, in
Virtual Memory Architecture in SunQ$e role of their VM system (virtual memory system,
or memory management system) as a cache manalggiically addressed cache which is the
pagecache as it is known today:

The VM system is a particularly effective cache manager, raadhtains a high
degree of sharing over multiple uses of a given page of arcobfes such, it has
subsumed the functions of older data structures, in pdgicthe text table and
disk block data buffer cache (the "buffer cache”). The VMteys has replaced
the old fixed-size buffer cache with a logical cache that @lesf the system’s
pageable physical memory.

The main advantage of a pagecache over a buffercache isdatia¢ ¢tookups do not need to
go through the filesystem in order to access the cached datdilef. This is advantageous
because it does not require the computational overheadimd gforough the filesystem, and it
is able to cache the contents of filesystems that are not Bdgka block device. One example
of a filesystem without a backing block device is NFS (Netweille System).

In Linux, the pagecache must satisfy a few basic performahaeacteristics. It must be fast to
query, it must be small in its memory footprint, must scaldl wéh many files, many pages,
and it must scale well with concurrent access from multigRts (multiprocessor scalability).

The focus of this paper is the improvement of the multiprecescalability of the pagecache
in Linux.

1Such an implementation is often referred to as a unified hudfehe.
2The filesystem makes the translation froimode, of fset) to the(device, bl ock nunber) required by
the buffercache.
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2.2 Linux pagecache

2.2.1 Linux pagecache use-case

A common use-case for the pagecache is a page-sized anedhtiggd(2) system céJiwhich
copies the contents of a file into the user supplied buffeexgcuting such an operation, the
Linux kernel roughly performs the following operations:

System call entry into the VFS (the kernel's filesystemsgatem).
VFS determines which inode is specified by the given filedgr.
VFS calls into the memory manager to read the requirediénoffset)

E A

Memory manager queries the pagecache for the page. Ifatpe goes not
exist, go to 5; if the page not valid, go to 6; otherwise go to 10

o1

Memory manager allocates a new page, mark its conterdafidnand store
this new page in the pagecache, representing the giveng(jirdidet).

Memory manager calls the VFS, to bring the page uptodate.
VFS calls the filesystem, which initiates a block devicadref the page.
The process now blocks until completion of the read.

© © N o

Upon completion of the read (typically from interrupt text), the page
contents will be marked valid and the process woken.

10. Memory manager will copy the required data to the VFSHerread call.

2.2.2 Linux pagecache history

Following is a history of Linux pagecache architectureg|uding the present Linux 2.6.17
pagecache architecture. The descriptions focus on thésymeation methods and multipro-
cessor scalability characteristics of the designs.

2.2.2.1 Linux 2.2: Single threaded kernel

Linux 2.2 has a global hash data structure to store pageqaades. This data structure is
protected from multiprocessor access with a lock sharetidentire kernel. This lock, called
the ‘Big Kernel Lock’ (BKL), enforces the rule that only a gle thread of execution may be
active in the kernel at any given time.

This scheme is very simple because it generally requireantoer thought about multiproces-
sor synchronisation issues (outside low level detailsTik8 flushing or context switching).

3|f the read is larger than a page, or not page-aligned, it ragyire retrieval of 2 or more pagecache pages,
however this is not much more complicated than the single pagd.
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The problem with a single threaded kernel is that it scaleg peorly to multiple CPUs when
running a workload that has some amount of kernel activity.

2.2.2.2 Linux 2.4: Single threaded pagecache

Linux 2.4 uses a fixed sized global hash-chain data strugtweler to store pagecache pages.
The pages are hashed according to (inode, offset) tupleecBalge pages are also present on
per-inode lists of clean and dirty pages. Multiprocessaesas to the hash table and lists is
synchronised by a single global spinlock.

This global spinlock is one of the largest scalability keticks in the Linux 2.4 kernels for
many workloads. The lock must be taken on every read, writetamcate system call, and
for page write-out and page reclaim. For a workload such laeridh* (which benchmarks
the filesystem component of a Samba ‘netbench’ file servecheark execution), this lock
causes diminishing returns in performance to set at 2 CRidgh&re is almost no performance
improvement when moving from 4 to 8 CPUs.

Juergen Doelle [Doelle 2001] demonstrated the poor sdajabf the global pagecache lock
when running dbench. The results are shown in Table 2.1.

CPUs| throughput (normalised
1 1.00
2 151
4 2.15
8 2.27

Table 2.1 dbench scalability from 1 to 8 processors on Linux 2.4

2.2.2.3 Linux 2.6: Per-inode threaded pagecache

Momchil Velikov and Christoph Hellwig designed a radixdrbased pagecache architecture,
which is used by current Linux 2.6 kernels. Pagecache pagestered in a variable height
radix-tree. There is one radix-tree per inode, and eachisreaexed by the page’s offset
within the inode. The per-inode clean and dirty page listsewetained for some time, but
have now been replaced with a hierarchy of tags (bits) indlertree to signal the existence
of dirty pages.

Each inode structure has a spinlock, catlede_| ock which is used to synchronise concurrent
access and modification of the radix-tree, and to generaliyral access to the pagecache of
that particular inode.

4dbench is available at t p: / / sanba. or g/ f t p/ t ri dge/ dbench/
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This spinlock was initially an exclusive lock, but was chaddo a reader- writer spinlock in
order to improve scalability. Looking up a pagecache pagedban the (inode, offset) requires
only a read-lock, thus multiple concurrent readers canygtie pagecache of a particular
inode.

The scalability of this design has proven to be acceptalilenfust workloads, because most
workloads are spread over multiple files. However, when wgrkvith few files, contention in-
creases because there are fewer locks. In the degenerat@cadile, this design is effectively
equivalent to a globally locked pagecache.

2.3 Multiprocessor systems

A multiprocessor system is generally regarded as a systéimmuiltiple CPUs that all share
coherent access to the same global memory. In Flynn's TamgriBlynn 1972], this is clas-

sified as a multiple instruction, multiple data (MIMD) systein which access to memory is
coherent.

2.3.1 Lock based synchronisation primitives

When multiple CPUs are manipulating the same complex datiatates in memory, some
form of synchronisation is usually required, so that one Qi®ds not see partial results of
another’'s computations, and that data is not corruptedkd.ace a common and simple way
to solve this problem, and simply work by disallowing CPUanfrenteringcritical sections
while another is within one.

The following types of locks are used in Linux:

spinlock A spinlock prevents a CPU from entering critical sectionschysing it to spin,
continually polling the lock in a tight loop until it is relead, at which time the CPU
will atomically mark the lock as taken.

mutex A mutex prevents a CPU from entering critical sections bysgayit to stop the cur-
rently executing task and putting it to sleep until it is wokehen the lock is released.
In the meantime, the scheduler is able to run other tasksieICiU.

reader-writer Both spinlocks and mutexes can take the form of a readeem{@tso known as
a shared-exclusive) lock. This type of lock can be takendadmg or taken for writing
and provides the optimisation that multiple readers am@natl in the critical section
concurrently. If the workload is very read heavy, which isntoonly the case, allowing
multiple readers in the critical section can be a good os@tnon.
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2.3.2 Cache coherency

It is important in our definition of multiprocessor systemsspecify that memory access is
coherent this is the generally accepted definition today, and thesdhe only type of mul-
tiprocessor systems that Linux will run on. However in thetghis has not always been the
case, and it is still possible to find exotic systems wherdiplelprocessors can share memory
which is not coherent.

The cache coherence problem arises when each CPU in thenskise a private cache of
memory. Such a system is said to be coherent only if a meahagnssts to ensure all copies
of the memory remain consistent when that memory locationadified [Archibald and Baer
1986; Agarwal et al. 1998].

In practical terms, cache coherence ensures mutual eslakjorithms are obeyed by all pro-
cessors, prevents memory updates from being lost or ovewiby old values, and prevents
processors from operating on old (previously overwrittedyes.

All common methods used for maintaining cache coherengyamlicausing writes to a mem-
ory location by one CPU to invalidate or update that memowgation in all other caches
containing that location. This is usually implemented indweare, transparently to software.
Importantly, these require communication to signal theot®PUs, which can be very slow.

2.3.3 Memory consistency

The memory consistency, or memory ordering, model of a pralbessor system is the spec-
ification of how a sequence of memory operations generatezhbyprocessor interacts with
those of other processors.

The traditional model for multiprocessor programming igusntial consistency as defined
by [Lamport 1979]. Sequential consistency guaranteeghieatsult of any parallel execution
of nprocessors yields the same outcome as if the operationspobaéssors had been executed
in some sequential order, and that the memory operationproigram appear in the same order
that they are specified [Mosberger 1993].

Figure 2.1 is an example of two sequences of instructiongerAfeing executed in parallel
on two processors, this will never resultAn= 1 andB = 0 if the processors are sequentially
consistent. It may resultiA=1andB=1,orA=0andB=1, orA=0andB = 0.

This form of consistency has found to restrict performari@nce modern CPUs use more
relaxed (or weak) models, which may reorder loads and stonethe above example, under
a weaker memory ordering model, CPU1 may satisfy the load lnéferethe load of y is
satisfied. This could result iA =1 andB = 0. Such weakly ordered CPUs include explicit
instructions (called ‘barriers’) to force sequential astency at the point where the barrier is
executed.
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1. CPW CcPU1

2:

3: /* x, y start at 0 */
4: x = 1; A=y,
5 vy = 1; B = x;

Figure 2.1: Memory consistency example

It should be noted that relaxed consistency systems can te tnappear sequentially consis-
tent by inserting barriers between all memory accéssesthere is no loss of expressiveness
in such a system. Inserting the correct barriers is simplyrgalementation detail.

By adding the required barriers to ‘lock’ and ‘unlock’ opoas, a weakly ordered CPU can be
made to appear sequentially consistent when using lockllmaiieal sections for synchronisa-
tion and access to shared data. This requires no extra thfroghthe programmer, provided
their locking is correct. However, weak memory consistemogdels are an issue when imple-
menting lockless synchronisation algorithms. There anenpdicit barriers in locks to provide
sequential consistency, so any barriers required haveigsbed explicitly.

Any machine independent algorithms in the Linux kernel glhincludes the pagecache) must
assume that the system has a weak memory consistency, angssase the provided barrier
functions if a specific memory ordering is required. How@Hswells 2006] has compiled a
comprehensive documentation of memory consistency isgilesespect to Linux.

2.4 Motivation for a lockless pagecache

The motivation for this work is to improve the scalability lohux’s pagecache lookup func-
tions. There is an industry-wide push toward multi-core GPUinux is being deployed on
increasingly large multiprocessor systémand is running more diverse workloads. Trends in
computer hardware will continue to make the reduction okilog overheads more important.

2.4.1 Memory wall

Wulf and McKee [Wulf and McKee 1995] coined the term in 19%% memory wall comes
about because the exponential growth in the speed of mmrepsors far outstrips the increase
of the speed of their connections to memory.

CPUs have continued to employ larger and more sophisticatelte hierarchies to alleviate the
growing disparity between CPU and memory, and they have begnsuccessful in avoiding

5Note that memory barriers are not free, and performing adrdretween each memory access would eliminate
any performance advantages of a weakly ordered memory siginsy
6SGI Altix systems can run with up to 1024 CPUs, with the ham@epability for more.
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the memory wall. However caches are completely ineffectten sharing memory (locks
and datapetweenCPUs in a multiprocessor system. The reason is that modifitd chnnot
be cached on more than one CPU at a time.

The fundamental problem is that going ‘off chip’ takes a ldinge’, and sharing data between
two CPUs necessitates moving data between the physica. dfigkenney [McKenney 2005]
shows a modern PowerPC CPU is stalled for up to 1 000 insbnstvhen accessing data that
was in a remote CPU’s cache.

The result of this trend is that invalidating and readinghedioes as a result of locking contin-
ues to become more costly relative to the execution of regussructions.

2.4.2 Critical section efficiency

Lock contention has traditionally been the major scalgbproblem in Linux. That is, locks
would be held over a large number of instructions, and otH&d€wishing to enter a critical
section protected by that same lock would have to wait a long for it to be released. The
typical solution to lock contention was to introduce moreki® and make each one protect a
smaller critical section. The result is that any particitek is less likely to be held at a given
time, and if it is held then it will be released sooner.

Increasingly fine-grained locking worked well while the to$ critical sections were much
larger than the cost of taking and releasing the locks. Heweperating systems designers
continued to introduce more locks, and tmemory wallmeant that hardware continued to
become relatively slower at locking. At some point, the afdbcking becomes comparable
to or even larger than the cost of the critical section its&tfthis point, introducing more locks
no longer improves scalability and can actually slow thidga/n.

McKenney defines ‘critical section efficiency’ in order toamiify and examine this phe-
nomenon, and has found that efficiency has generally be¢ingy@torse. Figure 2.2 defines
and illustrates critical section efficiency.

2.4.2.1 Linux pagecache critical section efficiency

The primary Linux pagecache lookup method is the functiomd_get _page (which is a page-

cache lookup function, introduced in 2.7.2). This functisrshown in Figure 2.3 with its

locking statements highlighted. Importantly, note thabeklis acquired, then page lookup
operations are performed, then the lock is released. Tlnistin will be examined more

thoroughly later.

Critical section efficiency fofi nd_get _page can be estimated by comparing the time to ex-
ecute this function with the time to execute the same seguehoperations excluding the

7In the duration of a single clock cycle on a 3GHz processghtliravels approximately 10cm.
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Lock Acquisition  (T,)

Critical Section (Te)

____ Lock Release (T)

T
Efficiency = ——
T+ T+ T

Figure 2.2 Critical section efficiency

1. struct page *find_get page(struct address_space *nmappi ng,
2: unsi gned | ong of fset)
3 {
4. struct page *page;
5:
6: read_l ock_i rqg( &rappi ng->tree_I| ock);
7. page = radi x_tree_| ookup(&appi ng- >page_tree, offset);
8: if (page)
9: page_cache_get ( page);
10: read_unl ock_i rg( &mappi ng->tree_| ock);
11: return page;
12: }

Figure 2.3 fi nd_get _page pagecache lookup function in Linux

locking statements. Note that it is not possible to meadweatquire and release costs sep-
arately, however that is not important for the purposes wipst finding the critical section
efficiency.

Single threaded efficiency was measured by running eacHhidanim turn on a single CPU,
1 000 000 times for the same page of a file. The system testethed®} Xeon described in
Chapter 6. Figure 2.4 shows the results.

A critical section efficiency of 0.36 indicates that only 3@¥¢he time is spent performing the
actual work of looking up the page and taking a reference ,onhtle the rest of the time is
taken by locking and unlocking.

Now fi nd_get _page is run concurrently on two CPUs on different pages of the shimén
order to examine the effect on critical section efficiencheTesults in Figure 2.5 show that
efficiency is 0.11 —less tha%nhe efficiency of the single threaded case.

The increased cost of locking when running on two CPUs is dusbhtention for access to
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Lock Acquisition plus
Release (59.3 ns)

Critical Section (34.3 ns)

34.3 ns
Efficiency = =0.36
34.3+59.9ns

Figure 2.4 fi nd_get _page critical section efficiency with one thread

Lock Acquisition plus
Release (286 ns)

Critical Section (34.3 ns)

34.3 ns
Efficiency = =0.11
34.3 + 286 ns

Figure 2.5: fi nd_get _page critical section efficiency with two threads

the cacheline containing the lock. Although the lock is doging taken for read, each time
it is taken or released the CPU must perform a write to memohjs write invalidates the
cacheline corresponding to that memory location in anyro@feU’s cache. When the other
CPU needs to read this memory value in order to perform a Igekation, it will take an
expensive cache miss. As more CPUs contend the same cagheffiniency will continue to
drop off, resulting in poor scalability.
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2.4.3 Write-side scalability

This paper does not attempt to tackle the problem of impglimux pagecache write-side
scalability. The write-side includes operations such atiredand removing pages from the
cache. These operations must still take the per-inode lotte lockless pagecache method.

There are two reasons why this paper ignores the perfornmneeate-side operations. Firstly,

file caching is based on the principle that lookup operatmm&ached data (which involves
read-side) will occur more frequently than inserting or o@ing data from the cache (which
involves write-side). Secondly, improvement to the weide is simply outside the scope of
this paper. Possibilities for increasing write-side Sodity are suggested as further work in
the conclusion, Chapter 7.

2.5 Related work

In this section, an alternative synchronisation scheménfiproving scalability of pagecache
operations on a single inode is described and criticalljuayad.

2.5.1 Hashed locks

Hashed locks are a common technique to improve scalakilitiypugh they come at a cost

of cacheline footprint and will thus impact single threagestformance. Hashed pagecache
locking typically requires a new lock (and thus a new cactedlbe taken for every page being

read by a process.

Hashed locks are implemented in OpenSolaris, and the ‘Mdhiéer scalable pagecache for
Linux'.

2.5.1.1 Molnar/Miller scalable pagecache

Ingo Molnar and David Miller [Mollnar and Miller 2002] attguted to address the problem of
the global pagecache lock with a synchronisation schemehagriotected the hash table with
an individual lock per hash-bucket, and protected perénligts (which contain clean/dirty
pages) with a per-inode lock.

In the Molnar/Miller pagecache, locks correspond with maghe hash table buckets, and thus
are randomly distributed according to the (inode, offsepld. This design uses a per-inode
lock to protect per-inode lists of pagecache pages (foy/dligan pages).

The design is problematic because it introduces another lafylocking to the system, thus
increasing the number of lock operations and the cache riobtpf a typical path through
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the kernel. While the lookup path (arguably the most impurteequired for read and write

syscalls) only needed to take the hash-bucket lock, othegoitant operations (page-out, trun-
cate, population of cache) also had to take both hash-backkinode locks, further impacting

single-threaded performance. There is also complexitydiiced in order to avoid lock or-

dering deadlocks.

The scalable pagecache was never adopted for the Linuxlkerne

2.5.1.2 OpenSolaris hashed locks

OpenSolaris uses a global hash table to lookup pagecacles.pa@bis hash table is traversed
locklessly (in pagdookup.create) when looking up pagecache pages, although thera are
number of situations in which a hash of locks protecting thghhtable must be taken in order
to synchronise access to the data structure (eg. when tlesipagt found during the lockless
traversal). A hash of locks (psautex), which is keyed by page address, is used to provide
pagecache synchronisation, and is taken after a page id feitim the lookup hash.

2.5.1.3 Implementation difficulties

Both the OpenSolaris and the Molnar/Miller pagecache symgbation design systems use
multiple layers of locks. By two layers of locks, what is meanthat some paths must take
more than one path in order to access or modify the pageckohexample, the Molnar/Miller
pagecache must take one of the hashed locks in order to ampage into the pagecache hash,
and it must also take a per-inode lock in order to insert tlgemanto the per-inode page lists.

Introducing more layers of locking increases complexibhg & also a backward step in terms
of single threaded performance. For these reasons, thedhfstk approach has been rejected
by Linux developers and can not be seriously consideredeg@acement for the current Linux
pagecache design.

2.5.1.4 Hashed lock benefits

Lock hashing provides scalability improvements for lockattare likely to becontended
assuming a perfectly distributed hash, the chance of takilogk already held by one CPU is
reduced by a factor H (the number of entries in the hash) o€RQ-systerf.

8The effect is not easy to determine on larger systems, beaaose than one lock may be held at one time.
However, the magnitude of reduction in lock contention $thdne similar (to the factor H).
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2.5.1.5 Hashed lock problems

One of the problems associated with hashed locks, in cosgatb per-inode locks is that
when a workload is distributed over multiple files, hasheck$owill continue to be shared
between processors, while per-inode locks will not.

Another issue is that lock hashing does not appear to rethecanhount of cacheline bouncing
of the locks. In situations where contention for locks is Ifwhich should be often the case
in the Linux pagecache lookup routines, where the critiegtiens are small), lock hashing
only offers an improvement in situations where the same iotikely to be taken by one CPU
several times in quick succession.

Take the scenario of a system which is accessing a lockedtslijem N CPUs, and not often
accessing the same object or small set of objects multiplestin a row from any one CPU.
Assume synchronisation can be provided by hashed locksthameé good hash function will
provide an essentially random pattern into the hash of locks

Each of the cachelines in the hash of locks will be valid in astthe cache of one of the CPUs
that has most recently taken or released the lock. Assungjnglly busy CPUs and a random
hash function, a proportion (ﬁ of the total cachelines will be valid on each CPU.

Given the random hash function, there will be no correlabietween the next lock hash access
and the valid cachelines on any CPU, thus the chance ofdniétimalid cacheline will b%,
and the chance of an invalid cachelinegt. This represents the chance that the next lock
operation will miss the cache.

Compared with a single lock, where the lock’s cacheline héllvalid on 1 CPU, thus the next
CPU to access the lock will q@ chance of being the CPU where the cacheline is valid (assum-
ing random lock access patterns among all CPUs). Thus thecetat an invalid cacheline is
%. This shows that the hashed locks may not be any better thiagla fock in cases where
lock efficiency is low. In fact, it may be worse due to the extagheline footprint taken by the

N locks and extra complexity in the hashing.

At extremely high levels of contention, the number of CPUsently waiting for access to the
cacheline will come into play. Suppose N CPUs attempt to gakead lock at the same time:
one will be granted access to the cacheline and within tinttee second will then be granted
access to the cacheline ih 2nd the Nth withirNt. By this time, the first CPU may be trying
to acquire the lock again.

In the high contention scenario, hashed loek alleviate cacheline contention. In the case
of N CPUs attempting to take a random hashed lock, the avenagber of CPUs contending
any lock (for H hashed locks) will bé‘l, whereas the number ¢ for a single lock.
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2.6 Read-Copy Update (RCU)

Read-Copy Update, also known as RCU, is a multiprocessarhsgnisation technique in-
vented by McKenney and Slingwine [McKenney and Slingwin88]9 This section gives a
background introduction to RCU and the problem it is dedigtaesolve.

RCU is a framework and methodology for developing locklegrithms and data struc-
tures. Before RCU, there were simply no good methods forémpehting dynamic shared
data structures without locking. McKenney and Slingwinecé¢nney and Slingwine 1998]
found primitive and ad-hoc implementations, but they hashynaroblems and could not be
used in a general purpose operating system (for examplenetteod was to never delete data
elements, great for a short lived compiler application vootlld eventually run out of memory
if used in an operating system).

2.6.1 The problem

The major problem was the lack of a high performing and géneas to provideexistence
guaranteesExistence guarantees ensure that part of the data seustnot deallocated while
another thread of execution is examining or operating oGémsa et al. [Gamsa et al. 1999]
describe the difficulty of providing existence guaranteébaut locking:

Providing existence guarantees is likely the most diffiasjtect of concurrency
control. The traditional way of eliminating races betweamedhread trying to
lock an object and another deallocating it, is to ensure thiatreferences to an
object are protected by their own lock

2.6.2 The solution

The fundamental and novel idea behind RCU is a method of giryian existence guarantee
without the need for locking. The existence guarantee igigea by delaying the deallocation
of data, until after it is known that no other thread of exemutan have a reference to the data.
Determining when no references to the data exist relies@extacution historpf each thread.

This paper describes a novel approach in which updating C&tdkthreads refer
to a summary of thread activity in order to determine when update operations
may be safely carried out. [McKenney and Slingwine 1998]

Quiescent states and grace periods

RCU requires that each thread must periodically go thraggescentstates. In a quiescent
state, it must be guaranteed that the thread no longer reemeks to any data based on the re-
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sults of previous computations. When all threads have gmoeigh at least one quiescent state
since an object was queued for delayed freeing, it is cetiti@nno threads have a reference to
the object.

A period in which all threads go through at least one quiesestate is known as grace
period’.

From the time an object is queued for delayed freeing, it meagidmllocated after a quiescent
period has subsequently passed. It now becomes possile/érge the shared dynamic data
structure and examine items without taking a lock.

Amenable data structures and algorithms

Those usage patterns most amenable to RCU are those which are

e read-intensiveso the list of objects waiting to be deferred does not getamye;
e where stale data can be tolerated or suppressed;

e where there are frequently occurring quiescent states.

2.6.3 Implementation of RCU

McKenney and Slingwine [McKenney and Slingwine 1998] suwjgpiiescent states for var-
ious applications, and describe several implementationgiriding quiescent periods. The
important result is that quiescent states can be accouateduch less frequently than lock-
ing operations, and such accounting can be managed witlératbpns that are already very
expensive. Finding quiescent periods to deallocate vepitinjects is more expensive, but it
likewise is performed relatively infrequently in usagetpats that are suited for RCU.

In Linux, natural quiescent states are when a CPU is exegruiruser mode, performs a
context switch, or becomes idle. While executing in kerneldsy with kernel preemption

disabled, there is a direct mapping from thread to CPU satipdeimentations track quiescent
states for CPUs rather than threads. Other quiescent #tatede context switches and CPU
idle events.

2.6.4 Using RCU in Linux

In most cases, especially with a non-trivial data strugtR@U cannot be simply ‘dropped in’
to make a data structure suitable for a lockless read-side.u$ual difficulty is to ensure that

9In the seminal RCU paper a grace period was called a quiepeeiod.
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the update-side will transform the data structure from oal@d\state to the next, atomically,
from the point of view of the read-side.

McKenney [McKenney 2006a] goes into great detail explajrtime implementation and usage
of RCU in Linux, but this quick introduction is sufficient taxderstand the methods presented
in this thesis.

Read-side

In Linux, a reader that wishes to gain the existence guaggmtavided by RCU can simply call

rcu_read_l ock(), and finish withr cu_r ead_unl ocok() . These are not actually locks in the
traditional sense, they simply prevent preemption of thixess (this does not involve atomic
operations or cacheline contention from other CPUs). Thisgnts context switches in the
RCU critical section, which would otherwise signal a quéargcperiod. This introduces the
restriction that the process may not sleep in the criticetige, as that would also result in a
context switch.

Write-side

The write-side must still take care of the problem of muéiplriters updating the data struc-
ture. Typically this is done with a lock. The writers mustaatgructure their modifications so
they result in atomic transformations from one valid stat¢éhe next, from the point of view

of the reader.

Insertionof an object into a data structure typically involves ifitilmg all the fields correctly
first, then finally linking it into the data structure with &gt to a pointer (which is atomic on
architectures that Linux supports).

There is a slight complication with memory ordering in sualogeration, and that is because
some stores to the data structure may become viafide the store to the pointer on some ar-
chitectures. Also, the read-side may be able to load patteafata before the pointer becomes
visible in rare situations. These issues are hidden bekndriacros:r cu_assi gn_poi nter,
used by the write-side when performing a store to a pointartakes the data structure vis-
ible; andr cu_der ef er ence, to be used by the read-side when traversing pointers asbsign
this manner.

Whendeletingan object, it will be atomically unlinked from the data stiwe by a store to a
pointer. Then the object may be queued for delayed freeitey afgrace period has passed.
This can be achieved by callirgynchr oni ze_r cu(), which is a synchronous interface; or by
registering a callback witbal | _r cu(), which is called after a grace period has passed.

The object cannot be deleted immediately after being uetirfkom the data structure, because
a concurrent reader may have loaded the pointer and has tnitighed examining the data.
After a grace period, there will be no readers with a refezdnche unlinked object.
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The read-side must be able to cope with stale data beingqiestutt may encounter data items
that have been deleted and queued for freeing. Handlingctiigctly is specific to the data
structure and its usage.

2.7 Linux memory management details

An introduction to the relevant details of the Linux memoramagement implementation
needs to be given in order to provide the reader with enoughgraund to understand the
proposal for a lockless pagecache. Unnecessary detaildighily simplified in places, so
as not to distract from the main concepts being introduceak. fither reading, Mel Gor-
man [Gorman 2004] provides a thorough examination of memmagagement in Linux.

2.7.1 Memory,struct page

In Linux, every physical page frame (RAM) that is used by tleenkl is represented with a
correspondingt ruct page structure. This structure contains the fieldappi ng andi ndex
correspond to the pagecactienode, of f set) if the page is allocated for pagecachéags
are general flags bitscount is a reference count; and various other data associatedheith
status and management of the page frame.sThact page definition is given in Figure 2.6,
it is slightly simplified, and comments are changed to jusicdbe the fields relevant to this
work.

1. /*

2: * Each physical page in the systemhas a struct page

3: * associated with it to keep track of whatever it is

4: * we are using the page for at the noment.

5. */

6: struct page {

7. unsi gned | ong fl ags;

8: atomc_t _count; /* usage count */

9: atom c_t _mapcount;

10: unsi gned | ong private;

11: struct address_space *mapping; /* pagecache inode s mapping */
12: pgoff t i ndex; /* offset within the inode */
13: struct list_head Iru;

14 void *virtual;

15: };

Figure 2.6 Linux st ruct page definition (simplified)

Thestruct page is the usual way to refer to a page, and the pagecache is nptexceit is
a pointer to thest r uct page representing a page that is stored in the pagecache radix-tr

Figure 2.7 gives an idea of how ther uct page relates to page fram¥s

10Two separate columns is slightly inaccurate becausemthemap array ofstruct page is itself stored in
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page frame

mem_map array

struct page I

Figure 2.7: How st ruct page relates to physical memory pages

2.7.1.1 Page lifetimes, reference counting

All pages have a reference countqunt ), in theirstruct page. This reference count is O

when the pages are free. When the page is allocatednt is set to 1 before it is made
available.

When a part of the kernel that has a reference to the page ésvdtimit, __f r ee_pages (shown

in Figure 2.8) or a similar function is called. This does nic¢ctly free the page, but atomically
decrements the refcount and tests whether that has causdakitome zero. If it has become
zero, the page will then be freed and returned to the pagesatin otherwise no further action
will happen — the non-zero refcount indicates that therenatlger user of this page, so it is
still in use. There is get _page function, which increases the refcount of an allocated ffage
another reference to the page is made.

physical memory frames, and it may not be implemented asgiesaontiguous array, however these details are
inconsequential here.
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void _ free_pages(struct page *page,
unsi gned int order)

if (put_page testzero(page)) {
if (order == 0)
free_hot page(page);
el se
__free_pages_ok(page, order);

QUONORWNE

=

Figure 2.8 __free_pages function in Linux

2.7.1.2 Dirty pages

A pagecache page is considered dirty if its contents are me@ment than the contents of the
filesystem itis caching. A pagecache page becomes dirtyrdgam invokes the write system
call to modify the data in a file. If a pagecache page is noy dirén it isclean— it is storing a
copy of file data that igdenticalto its corresponding data in the filesystem.

A clean page can be discarded from the pagecache because ieéguired in future it will
be restored from the filesystem. Dirty pages can not be dlsdairom the pagecache because
that would result in data loss as the contents of the diskldes than those in memory. A dirty
page is cleaned by writing the contents of the page to apjatepiocation of the underlying
block device.

2.7.1.3 Page reclaim, migration

During the course of a system’s operation, if memory becdulést will attempt to reclaim
pagecache pages in order to satisfy requests for memory.

Clean pagecache pages are reclaimed by simply discarding this important to ensure that
the pages are clean and that they are unused (have no refetertbem, except the pagecache
reference) before being reclaimed. If the page has a refertaken on it from somewhere,
that user may subsequently dirty the page even if it is noargland that data would be lost.

Page migration is a feature in Linux where pagecache datai@dnfrom one page to an-
othet!. This operation involves discarding the page currentlydgazache, then copying its
contents to another page, then inserting that page intoabegache.

1page migration is primarily used to optimise placement ofnmiy on Non-Uniform Memory Architecture
(NUMA) systems.
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2.7.2 Pagecache query operations

This subsection introduces the pagecache query (lookugratipns relevant to the lockless
pagecache. They afénd_get _page, fi nd_| ock_page, andfi nd_get _pages.

2.7.2.1 find_get _page

Thefind_get _page operation performs a lookup of a pagecache page at the ¢iverte,
of f set) tuple (themappi ng parameter corresponds to the inode). If no page exists, NgLL
returned, otherwise the page has its reference count etgvatd is returned to the caller.

The current implementation &f nd_get _page is given in Figure 2.9f i nd_get _page has spe-
cific semantics for what it can return. If the pagecache lonagiven by( mappi ng, of fset)

e alwayscontained a particular page,nd_get _page mustreturn it;

e wasalwaysempty,find_get _page mustreturn NULL;

e evercontained a pagé, nd_get _page mayreturn it;

e wasever emptyf i nd_get _page mayreturn NULL.

If a page is selected to be returned in accordance with theeadmmanticd,i nd_get _page is
required to ensure that the page’s refcount is elevatate it is in the pagecache

1. struct page *find _get page(struct address_space *nappi ng,
2 unsi gned | ong of fset)

3 {

4: struct page *page;

5:

6: read_| ock_irq(&mappi ng->tree_ | ock);

7. page = radi x_tree_| ookup(&appi ng- >page_tree, offset);
8: if (page)

9: page_cache_get ( page);

10: read_unl ock_i r gq( &rappi ng- >t ree_| ock);

11: return page;

12: }

Figure 2.9: Linux find_getpage function

2.7.2.2 findlock_page

find_l ock_page (in Figure 2.10) is similar td i nd_get _page, however it also requires that
the returned page is lock&d and pinned at the given location in pagecache.

12 page is locked by waiting for a ‘lock’ bit in it6l ags attribute to become clear, then setting it.
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Locking a page pins it in the pagecache (by excluding coratiprocessors from removing the
page), unlike holding a reference to it (which only prevehts page from being deallocated
after being removed from pagecache). So the usual pattergefting a locked page at a
particular pagecache location is to first get a referencdndopige to provide an existence
guarante®, then taking the page lock, then verifying that the page loasnmoved. If it has,
the operation is retried.

Note thaf i nd_| ock_page relies ot r ee_| ock to hold the page in pagecache while attempting
to take the page lock as an optimisation, on line 11. If this fé falls back to waiting for the
lock and rechecking that the page is in the pagecache.

1: struct page *find_|l ock_page(struct address_space *mappi ng,
2 unsi gned | ong of fset)

3 {

4. struct page *page;

5:

6 read_| ock_irg( &mappi ng->tree_| ock);

7: repeat:

8: page = radix_tree_| ookup(&rappi ng- >page_tree, offset);
9: if (page) {

10: page_cache_get ( page);

11: i f (Test Set PageLocked(page)) {

12: read_unl ock_i r q( &mappi ng- >tree_I ock);
13: __lock_page(page);

14: read_I| ock_i rq( &mappi ng->tree_| ock);

15:

16: /* Has the page been truncated? */

17: i f (unlikely(page->mapping != mapping |
18: page->i ndex != offset)) {

19: unl ock_page( page);

20: page_cache_rel ease(page);

21: got o repeat;

22: }

23: }

24. }

25: read_unl ock_i r q( &rmappi ng- >t ree_I ock);

26: return page;

27: '}

28:

Figure 2.10 Linux find_lock_page function

2.7.2.3 find_get _pages

find_get _pages islikefind_l ock_page but it operates on a range of pagecache, conceptually
performing & i nd_get _page on each page that exists in the ranfjend_get _pages is shown
in Figure 2.11. The adi x_t r ee_gang_l ookup function returns a range of pages in an array.

13section 2.6 describes existence guarantees.
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find_get _pages is notexactlythe same as multiple calls fé nd_get _page, because it holds
tree_l ock for the duration of the calls, all the pages returned existatie pagecache at the
same time, at some point. Multiple callsftond_get _page would only ensure that each page
existed in the pagecache at some point. However this fumity is not used by any caller,
sincef i nd_get _pages was introduced as an optimisation for multiple call$itad_get _page.

1: unsigned int find_get_ pages(struct address_space *mapping,
2 pgoff _t start, unsigned int nr_pages,

3: struct page **pages)

4: {

5: unsigned int i;

6 unsigned int ret;

7

8: read_| ock_irq( &mappi ng->tree_I ock);

9: ret = radi x_tree_gang_| ookup( &rappi ng- >page_tr ee,
10: (void **)pages, start, nr_pages);

11: for (i =0; i <ret; i++)

12: page cache_get (pages[i]);

13: read_unl ock_i r q( &mappi ng->tree_| ock);

14:

15: return ret,;

16: }

17:

Figure 2.11: Linux find_get pages function

2.7.3 Pagecache synchronisation

Pagecache synchronisation in Linux requires controlliogeas and modification to both the
pagecache data structure, and the pagecache pages tresns€he actual synchronisation
requirements will be stated now.

2.7.3.1 Data structure synchronisation

One protection provided biyr ee_| ock is the protection of the pagecache data structure (the
radix-tree). In the current Linux synchronisation design:

e Pagecache read-side operations (which do not modify tteestiatcture) hold the corre-
spondingi node’ s tree_l ock for read, and so exclude concurrent modifications to the
radix-tree associated with thiatode.

e Pagecache write-side operations (which do modify the datatare) hold theér ee_l ock
for write, and so also exclude concurrent readers.
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To perform pagecache lookup operations without holdinge_| ock, a data structure able to
cope with lockless readers is required. Simple locklesa siatictures such as linked lists and
hashes are already used in Linux. Lockless hash lookupssactio places such as tpéal
hashanddcache hashhowever changing to a hash table would be a step back fromehe
inode radix-tree structure in Linux 2% What's more, fundamentally changing the nature of
pagecache data structure is beyond the scope of this papmeh is to examine just pagecache
synchronisationmprovements.

A lockless radix-tree was developed to be used as the datdwst for the lockless pagecache
method. The lockless radix-tree is presented in Chapter 4.

2.7.3.2 Page synchronisation

With the ability to retrieve pagecache pages from the datectsire without taking a lock,
the problem of synchronising access to pagecache pagesdhems still exists. Access to
pagecache pages is presently synchronised withrtee_| ock of the inode to which the page
belongs.

Whent r ee_| ock is held for read, it provides the following guarantees (byvjting exclusion
from writers):

o theexistenceguarantee;

e theaccuracyguarantee.

When held for write} r ee_| ock additionally provides a guarantee that no new references to
the page is given (by also providing exclusion from readers)

e theno new referencguarantee.

2.7.3.3 Existence guarantee

An existence guarantee is the guarantee that an objectamiliruie to exist and be valid for a
given period, typically for the time that a sequence of ofi@na are performed on that object.

Linux pagecache lookup functions require the guarantestiegice of &t r uct page in page-
cache, from the time it is looked up via the radix-tree, uitilreference count can be in-
cremented. After the refcount is incremented, the elevetéerence provides an existence
guarantee for the caller that receives a pointer tasthieict page.

144 fixed-size, changed hash has O(N) worst case computationaplexity for lookup vs O(log(n)) for a radix-
tree, and a hash table is much more difficult to size corrdotlgll workloads.
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This guarantee is provided by holding theee_l ock for read. The radix-tree itself holds
a reference to the page, and by excluding writers it is gueeahthat the page will not be
removed from the radix-tree. If the page remains in the radi®, then its refcount will bat
least1, so it will not be freed.

The concept of an existence guarantee can be difficult toratadel at first; with traditional
lock based synchronisation, existence is almost alwaydged by having concurrent modifi-
cations excluded, so little thought needs to be given toxistEnce can be better understood
by examining the consequences of its absence.

find_get _page, shown in Figure 2.9, elevates the reference count ofthect page using
page_cache_get on line 9. This prevents the page from being freed beforertfatence is
dropped. However if ther ee_| ock were not held during this operation, then after executing
line 7 but before executing line 9, another CPU might rembneptage from the pagecache,
causing it to be freed. Then, the execution of line 9 wouldanent the reference count of a
struct page which has been freed and possibly even allocated for sonee ofe.

2.7.3.4 Accuracy guarantee

After looking up a page in the pagecache radix-tfe@d_get _page requires that it remain in
the pagecache until after the refcount has been incremeihtedther words, the page must
be actually in the pagecache when this operation is perfdrimend_| ock_page also requires
that the page is locked while it is in the pagecache.

The accuracy guarantee is different from the existenceagiiee. The existence guarantee only
provides that thet ruct page exists and is valid memory.

find_get _page currently holds theéree_|l ock over the entire operation, which prevents the
page from being removed from pagecache, and thus providesctturacy guarantee.

2.7.3.5 No new reference guarantee

The no new reference guarantee ensures that no pagecap lmutines will take a new
reference to a particular page. This guarantee is requirentder to discard clean, unused
pages for reclaim and migration (see 2.7.1.3). To discangan¢ unused page, the memory
manager needs to ensure nobody can take a new reference gaghéefore it is removed
from pagecache.

The no new reference guarantee is presently enforced bingaldee_| ock for write. fi nd_get _page
obeys because it will not be granted thiee_| ock for read until it is no longer locked for write.



Chapter 3

Scalability of cache coherency

This chapter contains a theoretical analysis of the sdajalmhpact of resource contention in
a workload. The reader may skip this chapter without missorgcepts used in the description
of the lockless radix-tree and pagecache.

3.1 Introduction

Modern processors contagache memorywhich provides a copy of system RAM that can be
accessed very quickly. Cache is managed as a set of fixedisieedcachelines) of contiguous
memory. The size of each cacheline is larger than the woedddithe machine for efficiency
reasons (64 bytes is a typical cacheline size).

Cache memory poses a coherency problem for multiprocegstemss. Because they work
on cached copies of memory, they must be prevented from n@ran stale data that has
already been modified by another proces&ache coherencgrotocols are used to solve this
problem. These protocols determine whether a processdiovseal to access memory at a
particular time, and how processors can request accessartieugar memory location. Cache
coherency protocols manage memory in cacheline sized shasiwvell.

A particular memory location may exist in a read-only (skqustate in the caches of multiple
processors at once, or it may exist in a read-write (exob)state in the cache of at most one
processor. If a processor needs write access to this metheyymust cause any other copies
of this location to be invalidated. If a processor needs eea@ss to the memory, it must cause
the read-write cached copy to be invalidated, if one exists.

Invalidating cachelines is slow because it requires offrcdommunication. When one or more
processors frequently writes to a cacheline shared by o{head, written, or both), the cache-
line must be moved between caches frequently. This is kn@maeheline bouncing or cache-
line ping-pong, and is one of the biggest scalability protddor multiprocessor software.

29
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3.2 Elements of workload involving memory sharing

Assume that a particular cacheline is a single shared res@which it is). When this cacheline
is being accessed in a read-write manner, the cachelinebaustjuested in the exclusive state
and only one processor may access the resource at a timefdiieewhen multiple processors
attempt to access the cacheline, they must enter some kiqaeoke to wait for the resource.
When a processor reaches the head of this queue, it is s&riten leaves the queue.

We consider a single cacheline, so there is a single queueguires a constant tim& to
service a processor once it reaches the head of the queue.

The processor will access this cacheline at an ideal fixegu&ecyv, if the service time to
access this cacheline was instantaneous. Hence, the spoceperforming other useful work
for timev~! betweeraccesses to the cacheline. This can be thought of as onef wutk

There is a ‘population’ oN processors accessing the cacheline in this same patteren Wh
N > 1, there may be contention for the cacheline, causing eamtepsor to perform work at
less than the ideal rate — additional time is being spentingpibh the queue for access to the
cacheline.

Thus, the average time that each processor spends waitihg queue will give an indication
of the performance characteristics of this mod@lieueing theorprovides a way of estimating
these characteristics.

3.2.1 Queueing model
3.2.1.1 Little’s Theorem

Little’s theorem [Little 1961] states
Ng=AT (3.1)

whereNy denotes the number of entities in the system (queued or Iseingced),A is the
arrival rate of entities into the system, aiidis the average time that each entity is in the
system.

Little’s Theorem was developed to model telephone exchaugelieing, and most queueing
theory deals with situations where the number of entitie=ugd are insignificant compared to
the total population of potential entities. In such a situgtthe queued entities don't have a
significant impact on the population that is not queued, antie insignificant influence to the

arrival rate is ignored.

However, in the shared cacheline model, a large proporfitimedotal population of processors
can be waiting in the queue. This significantly reduces thaber of processors not caught
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in the queue, which results in a significant reduction in théva rate. This should not be
ignored.

3.2.1.2 Model for a shared cacheline

To apply Little’s Theorem to the problem of a shared cacleglithe arrival rate must take
into account the number of processors waiting in the quewssuiing the service time was
infinitely fast, the frequency of arrivals would be the idaljuency for single processor, mul-
tiplied by the total number of processors. But if some precesare waiting in the queue, they
won'’t contribute to arrivals. So let the frequency of arlsvhe the frequency of arrival of a
single processor multiplied by the number of processorghvlarenot queued in the system.

A =V(N—Ng) (3.2)

The average time that each processor is in the system (goebeihg serviced) is the time re-
quired to service a single processor multiplied by the nurobprocessors in the queue (which
represents the average time waiting in the queue), pludrtteeto service a single processor
(the time to service this processor).

T =S(Ng+1) (3.3)

ThenA andT can be substituted into Little’s Theorem

N = V(N—Ny)S(Ng+1)
= VS(NNg—NZ+N—Ng) (3.4)

Simplifying further

1
%+N4T—N+D+N =0 (3.5)
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Solving forNy yields two equations:

(N1 %/ (- N+12+4N
Nq ==

2
N—Li_-1)+,/(N—L1—-12+4N
e \/(2 i (3.6)

N >=1 is given, because there must be at least one processor sydteen. Then it can be
shown that wherN > 0, one of the equations is always negative and so can be dest#éa
negative number of entities queued is nonsense):

1 1
(N-e=1) = \/(N- 172
(N—V—lS—l) < \/(N—V—ls—1)2+4N (3.7)

SO

N, —
d 2
1 1
2Ny = (N———-1)—/(N= = —1)24+4N
g ( S ) \/( U8 )2+
2Ng < O
Ny < O (3.8)

So there is a unique solution fbl;. ThenT can be re-written wititN, substituted away.

(N=&—1)+/(N- - 12+4N
2

T=( +1)%S (3.9)

The time taken for a processor to perform one unit of work isv—1, the time spent in the
system, plus the time spent performing useful work. Theoughput (work / time) for a single
processor is—;—1. So total throughput for all processors ig-\ -

Expanding T, and taking the limit as the number of procesapmoaches infinity gives the
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following limit.

. 1
I\IIITOOW =3 (3.10)
This equation shows that the total throughput in a multipssor system has a fundamental
upper bound as the number of processors increases. Thisiispamtant result because it
shows that performance cannot be increased to an arbigegy by increasing the number of
processors in a workload with a shared exclusive cacheline.
For comparison, the ideal total throughput (ie. assumingaetime is instantaneous) %

3.2.2 Ahmdal’s Law

The above limit is the same as the limit predicteddmdahl’'s Lawwhen applied to an analo-
gous problem. This provides some degree of confidence indtieation of the model.

Amdahl’s Law (when applied to parallel programming) stdtest, for a particular problem,
the work can be broken into a serial plus a parallel portiarore work unit, the serial portion
is a proportion of the total work & K < 1, and the parallel portion is the remaining- K.
Then the work unit can be completed in a smaller time by irginggthe number of processors,
N:

1
speedupfactoe KoLK (3.11)

Then the maximum possible speedup factor is:

1 1
im ——— = = 3.12
NBK 1 IK K (3.12)

To apply Amdahl’'s Law to the cacheline contention problemppose that each processor
performs one work unit. All processors perform the paradet of the work; then all perform
the cacheline transfer, one after the other. Thus the wadkban be split into a strictly parallel
portion, and a strictly serial portion. Then the serial jortof work is S, and the parallel

portion isv—1. Thus,
S

=— 3.13
S+v-1 (3.13)

Then predicted throughput is the ideal throughput of a simgbcessor, multiplied by the
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speedup factor.
1 1

StV K RE

(3.14)

Then the limit as N approaches infinity is the same as the fooitd for the queueing model!

1 S 1
—— 3.15
S+v-1 * S+v1l S ( )

This does not give quite the same results as the queue madshdan below). The reason

is that the queue model attempts to describe the situati@renvd number of processors are
performing the parallel part of the work and a number are gddar access to the cacheline.
That is, access to the cacheline can be performeeiallel with other processors performing

useful work, something that this Amdahl’'s Law model doesaiiatv.

However the main result is that the limit is the same, whidntisitive because as the number
of processors approaches infinity, the time spent perfayrthe parallel part of the problem
becomes insignificant in either model.

3.2.3 Simulator

One downside of the queueing model is that it is modellingsardie system with a probabilis-
tic equation, so it will not be entirely accurate.

A discrete system can be modelled using a simple simulatavhich a number of processors
are represented in various states (queued, servicingingdanSuch a model is not entirely
accurate either, because there are complex perturbatiamseal workload running on a real
system. The behaviour predicted by the simulator shows ya steairp point where scaling
improvements stop. This is because all processors becorfecthe distributed in terms of

their relative position in the workload ‘pipeline’.

In reality, behaviour is likely to be somewhere between pratlicted by the queueing model,
and that predicted by the simulator.

3.2.4 Comparison

Given the same input parameters, arrival frequency of 100 §€rvice latency of 500ns, Fig-
ure 3.1 compares the performance behaviour predicted lyafdahe 3 methods.

Importantly, all 3 methods appear to be converging to a aimipper bound, which gives
confidence in the predicted limit.
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Figure 3.1 Comparison of throughput for several methods of predictio

Also, the comparison shows that the queueing model agrassmably closely with the results
obtained from simulation. The Ahmdal model is further awslyich is to be expected because
that model is not entirely accurate, as noted above.

3.3 Application of the model

3.3.1 Predictions

Using data gathered from the Pentium 4 described in ChaptireGaverage time for a pro-
cessor to take, and release the lock is roughly 200ns. Ukisdfdr the service time, and
with a workload performing 1 310 072 pagecache lookups pergk(512MB/s with 4K sized
pages), the queueing model yields the performance predistiown in Figure 3.2.

This prediction shows performance increasing quite wetblg? processors, but then dropping
dramatically after that, and the increase almost stops lprédessors.

And actually, the situation is worse than this. The senvicetestimate taken from the 2 pro-
cessor Pentium 4 is unrealistic for a larger system, simpbabse of the physical constraints.
The larger a system is, in general, the longer it will takeramsfer a cacheline from one pro-
cessor to another. SGI Altix multiprocessor systems haveetbpology [Woodacre et al.
2003], which suggests that latency increases with someitbgac factor of the number of
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Figure 3.2 Predicted scalability with a constant service time

processors. AMD Opteron systems follow a similar logarithfactor. Introducing such a
factor into the equation yields Figure 3.3. This shows tlefggmance can actuallyecrease
as more processors are added.

3.3.2 Real systems

The application of this model is difficult to apply to real s, because it is very hard to
know what the average time will be to transfer a cachelineal Rgstems have complex inter-
connects with many operations occurring on the intercanra complex cache coherency
protocols. All these things influence the time required foaeheline to be transferred.

The important point conveyed by this model is that scalgbid fundamentally limited when

there is any type of cacheline contention in a multiprocesygstem. Not only is scalability

limited, but total performance has an upper bound regasdéshe number of processors in
the system. This means that in a workload involves shareldetiaes, then a given level of
performance may not be achievable simply by adding moregggmrs to the system.
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Chapter 4

Lockless radix-tree

In short, RCU seems to be a case of “hey, that's cool”, butatsolution in search
of a problem so severe that it is worth 4t.Linus Torvald$

One of the requirements for a lockless pagecache is a lacikga structure (identified in Sec-
tion 2.7.3.1). A lockless radix-tree was developed to Batiss requirement, and is introduced
in this chapter.

The radix-tree is made lockless by having modifications appmic with respect to the read-
side with careful ordering of operations, and by providirgg#nce guarantees to the read-side
using RCU.

4.1 Radix-trees

For ease of explanation, a simpler radix-tree structurébeildescribed than exists in Linux;
in particular, ‘tags’ and ‘gang lookups’ will be ignored ftiris and the following section. The
lockless radix-tree concepts will then be reconciled wihia complexities of the Linux radix-
tree in Section 4.4.

A radix-tree is a tree of nodes, where the leaf nodes are tibaladata items. Each node has
a fixed number (must be a power of 2) of slots. These slots drgeges to child nodes (or
NULL if no child node exists). Also there is a pointer to th@rmode which is a ‘handle’ to
the radix-tree.

The height of a radix-tree is defined as the number of tralsefisam the root node required to
reach a leaf node.

ILinux Torvalds is the creator of Linux. This quote suggediatthe didn't see value in RCU for
Linux at the time. However it was included in the kernel a ydater, and is now used extensively
(http://www.rdrop.com/users/paulmck/rclock/linuxgsahtml).

39
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Figure 4.1: Radix-tree of height 3

Figure 4.1 illustrates the structure of a radix tree withatsper node, and a root node that is 3
traversals away from the leaf nodes. Slots which do not hexegva coming down from them
are empty (pointer contains NULL).

The radix-tree is of variable height, depending on the rawfgleeys stored. The radix-tree
lookup code must know the height of the tree it is traversaugthat it may determine whether
a particular slot is a pointer to a leaf node or to a lower rdadde node. The Linux radix-tree
has an associatdai ght attribute to store this information.

4.2 Lookups with concurrent modification

This section describes how radix-tree lookup operationsagak in the presence of concurrent
modifications to the tree.

Insertion, removal, and swapping of data items are the tgb lével modifications that can
be performed on the radix-tree. Both operations can be brdken into a small number of
basic, low level operations. These low level operationslEmade atomic, with respect to a
concurrent lookup, by careful ordering of instructionscdh then be shown that a concurrent
lookup produces acceptable results regardless of thégatemg of operations.

The basic, low level modification operations are as follows:

1. Populate an empty slot with a pointer to a node or leaf-node
2. Replace populated slot with a different leaf-node.

3. Clear a populated slot (make it empty).
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4. Increase the height of the tree by 1.

5. Decrease the height of the tree by 1.

High level operations are implemented with combinationsoof level operations. Insertion
of a new item involves a combination of low level operationantd 4. Deletion of an item
involves a combination of operations 2 and 5. Swapping astiagiitem for a new one involves
operation 2.

If all the low level operations are shown to be safe in thegmes of concurrent lookups, then
the high level operations may run in the presence of conautoekups. The preservation of
the semantics of the high level operations can then be afgyesdamining the consequences
of possible interleavings of low level operations.

4.2.1 Slot modifications
4.2.1.1 Populate empty slot, clear populated slot

Operations to populate and clear radix-tree slots areattvatomic with respect to lookup
code due to the fact that storing a value to a pointer, andrgaal value from a pointer is
atomic in Linux. A concurrent lookup will only find either amgty slot or the valid pointer.

possible concurrent \
~ 1

lookup N

Figure 4.2 Population or clearing of a slot

Figure 4.2 illustrates a slot population or clearing oderatin red, and a concurrent lookup
operation in blue. Both the population and clearing operatiare a special case of the general
operation storing a value to a pointer. The lookup operagieentually loads this pointer, in
which case it will findeither the old or the new value.

When inserting a node (either leaf or non-leaf), the datahértew node must be first ini-
tialised; then a memory ordering instruction must be issuken its address can be stored
in the slot. This ordering ensures that a concurrent lookdpnet find uninitialised data
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in the new node. The correct memory ordering instructiomdduided in the RCU primitive
rcu_assi gn_poi nt er, and was explained further in Section 2.6.4.

When removing a non-leaf node (clearing a populated stat)ust remain valid and allocated
for as long as it is possible that a concurrent reader mayatie a reference to the old pointer.
This existence guarantee ensures that the concurrentrredli@ot operate on the node’s

memory after it has been freed and used by something elses. glilarantee is provided for
non-leaf nodes by RCU delayed freeing.

Note that non-leaf nodes are only ever inserted or removezhwtey have no children (are
empty).

There are several types of interleavings of operations todmsidered for correctness. Ta-
bles 4.1 and 4.2 provide a matrix of possibilities for noafieodes and leaf nodes, respectively.
The column headings of these tables describe the writeepdeation, and the row headings
represent the possible situations that a concurrent lootapencounter. The intersection cell
describes the subsequent behaviour in the given situation.

non-leaf node being inserted| non-leaf node being deleted
lookup finds node continues at node continues at empty node, lookup fails
lookup finds NULL || lookup fails lookup fails

Table 4.1 Lockless radix-tree lookup versus non-leaf node inserdind deletion

leaf node being inserted| leaf node being deleted
lookup finds node lookup succeeds lookup succeeds
lookup finds NULL || lookup fails lookup fails

Table 4.2 Lockless radix-tree lookup versus leaf node insertionagldtion

In the presence of node insertion or removal operationgibssible for a concurrent lookup to
have an outcome that depends on the exact interleaving cditignes, unlike a locked lookup
that only has one. This is not a fatal deviation from the @esivehaviour, but it does result in
more relaxed semantics of the radix-tree lookup (descridd3).

4.2.2 Height modifications
4.2.2.1 Increase tree height

When increasing the height of the tree, a new root node ischddd the previous root node
becomes its left-most child. The critical part of this ogierais switching the root node pointer
from the old to the new node. This is done by an atomic poirtteesafter the new root node
has been initialised, so a concurrent lookup traversingpthieter to the root node will find
either the old or the new node both of which are valid.
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Similarly to inserting a new node, this operation requiresemory barrier issued between
initialising the root node and making it visible with the pt@r store. Again, this is performed

by rcu_assi gn_poi nter.

lookups

possible concurrent

Figure 4.3 Increasing the height of the radix-tree

Figure 4.3 shows the process of increasing the radix-tréghhe There are several combi-
nations of lookup types and interleavings to consider; b8 illustrates that in each case,
behaviour is unchanged regardless of whether the con¢uagkup finds the new or the old

root. Column headings describe the key requested by thaippakw headings describe the
possibilities encountered by a lookup operation and a aoectitree height increase.

lookup key within old root

lookup key not within old root

lookup finds old root

continues at old root

old root out of range, lookup fails

lookup finds new root

leftmost slot of new root taken

continues at old root

, if key out of range of new root, lookup fails;

Is

else all slots but leftmost empty, lookup fai

Table 4.3 Lockless radix-tree lookup versus tree height increase
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4.2.2.2 Decrease tree height

Decreasing the height of the tree is similar to the increpsiperation, in reverse. The root
node is empty except for its left-most child, which becontesrtew root. The old root is freed

with the delayed RCU mechanism.

Figure 4.4 illustrates why the existence guarantee proMmeRCU is required: a concurrent
lookup may still be operating on the old root naafer the root pointer has switched over; if
the old root were immediately freed, the concurrent lookwgy toe operating on data that has

been used for something else.

_possible concurrent
.-~ lookups
- .

+_| -
RCU\daIayed free

!

Ty

Table 4.4 follows the same pattern has the previous tabtea faight decrease rather than
increase. The interleavings of concurrent lookups are sgimento those with the height in-
creasing operation, and behaviour can likewise shown tanbkanged regardless of whether

Figure 4.4: Decreasing the height of the radix-tree

a lookup finds the old or the new root.
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lookup key within new root

lookup key not within new root

lookup finds new root || continues at new root

new root out of range, lookup fails

leftmost slot of old root taken

lookup finds old root :
continues at new root

if key out of range of old root, lookup fails;
else all slots but leftmost empty, lookup fai

Is

Table 4.4 Lockless radix-tree lookup versus tree height decrease

4.2.2.3 Height attribute

The tree’s height attribute cannot be relied upon by lockleskups, because a concurrent
write-side operation may change the actual height of the, toe the value of théei ght

attribute at any time.

The solution to this problem relies on the observation thaihges to the tree height are only
performed by inserting a new root node or removing the exgstoot node, leaving the height
of any sub-tree the same. Thus the height of a radix-tree nadée defined as the height
of the sub-tree rooted at that node, and this height is iamarfor the lifetime of the node.
Figures 4.5 and 4.6 illustrate the node height invarianeunaodifications to tree height.
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Figure 4.5 Node height invariant under increasing tree height

The node height attribute is set before the node is linkewth tree, and remains unchanged.
Having a per-node height attribute allows a lockless lodikugetermine the number of traver-
sals required until a leaf node is reached reached, even thieeinee height is concurrently

being modified.
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Figure 4.6. Node height invariant under decreasing tree height

4.3 Lockless radix-tree lookup semantics

While it has been shown that modification operations aretsafgn in the presence of concur-
rent lookups, that does not guarantee that the semantioskips are unchanged. In fact there
is a small difference, radix-tree lookups performed wittking have the following semantics:

Within the critical section, if the offset

e contained a particular item, it must be returned,;

e was empty, NULL must be returned.
Lockless radix-tree lookups have more relaxed semantiestathe fact that RCU synchro-
nisation allows the read-side to see stale data. When dologkiess lookup of a particular
offset, if the offset

e always contained a particular item, it must be returned;

e was always empty, NULL must be returned;

e ever contained an item, it may be returned;

e was ever empty, NULL may be returned.
Itis important that when a lookup returns a data item, a coeratideletion may have removed
that item from the radix-tree before the caller had even exadthe item. Thus it is important
for the users of the radix-tree to ensure that any requrestencegyuarantee is properly met for

their data items (the use of RCU in the radix-tree only presithis guarantee for the non-leaf
nodes).



84.4 Implementation details 47

4.4 Implementation details

This section describes the complicating factors involuedhie Linux pagecache radix-tree,
such as tags and gang lookups.

4.4.1 Radix-tree tags

One detail glossed over in the description of the radix;teew design of the lockless lookup
are so-called radix-tree tags. In the Linux radix-tree heslot has a corresponding set of tags
which are implemented as a bitmap. These tags are part oétliretree node structure, and
are set and cleared under lock.

‘Tagged lookups’ are lookups which return radix-tree estnivhich have a specific tag set, or
may query which tags are set for a given entry. Tagged lookugpsbe performed in parallel,
but they require exclusion from operations which set orrdiags.

The lockless radix-tree does not attempt to perform losktag lookups, and so requires that
tag operations are still performed with the traditional @yonisation. Most tag operations
used on the pagecache radix-tree are associated withvedjaitifrequent operations such as
10, where scalability is not so important.

There is no additional concurrency introduced betweengddmpkups and non-tagged lookups
by making the non-tagged lookups lockless, because botfaigokeunder a read lock. This
meant that both operations could execute concurrently.

Additional concurrencys introduced between lockless lookups and tag setting araticte
operations (which were traditionally excluded from onetheg. However, lockless (non-
tagged) lookups do not affect tag operations in any way, na@ny tag operations change the
structure of the tree or modify any data which is used by uygddgookups. Hence neither
operation effects the other in any way, thus any interlapoithe two operations is safe.

4.4.2 Gang lookups

The radix-tree has facilities to perform gang lookups tledtimn, at most, the next N items
starting from a given offset. It is possible to perform gaagkups without taking any locks
for the same reasons that a single lookup is able to be lackles

While the locked gang lookup guarantees that all itemsmetlare present in the tree and that
they are the only items present over the given range for thatida of the lock, the lockless
gang lookup may return items that no longer exist and missdtehat are now present. The
semantics of the lockless gang lookup are the same as thotbeeflockless lookup applied to
each entry in the range of the gang lookup, individually.
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In Chapter 5, it will be shown how the lockless pagecache oge @vith these slightly relaxed
semantics.

4.4.3 Child count attribute

As well as height, child slots, and tag bits, the radix-trem-feaf node contains eount
attribute. The count attribute contains the number of ckiicbresent in its slots

The child count requires no extra consideration when motoraglockless lookup because the
itis only ever read or modified by write-side operations. Seheperations continue to maintain
the same synchronisation with respect to one another.

4.5 Summary

This chapter described the theory and implementation ahalffied lockless radix-tree. Each
possible interleaving of lookup versus modification wasnex&d and shown to be safe. It
was shown that the semantics of the lockless lookup are mnetased than the traditional
synchronised lookup, so callers must be able to tolerase thi

Then it was shown that this simplified radix-tree model islgaxtended to accommodate the
features of the Linux kernel radix-tree, such as tags and fgmokups. The lockless radix-tree
is one of the components of the lockless pagecache.

2The child count is used to shrink the radix tree when entriesialeted.



Chapter 5

A lockless pagecache in Linux

having a totally, absolutely lockless pagecache in the rasadl fault path is like
the Holy Grail of OS desigs Ingo Molnat

This chapter proposes a method for a lockless pagecachaun.LBy lockless, it is meant that

pagecache lookup operations will be performed withoutnigikd lock. Insertion and removal

of pages, and ‘tag lookups’ are performed with the existiogking — these operations are
associated with less frequent operations such as 10, fieadtion, and page reclaim, so are
less important.

5.1 Lockless pagecache outline

This section outlines the important concepts of the locklgmgecache method. The method
involves the employment of a lockless synchronisation sehtor the basic pagecache lookup
functionfi nd_get _page, then using i nd_get _page to implement more complex lookup op-
erationsf i nd_l ock_page andfind_get _pages. This section outlines the ideas behind the
lockless synchronisation scheme useéliind_get _page.

In the lockless pagecache methddnd_get _page is implemented without taking the per-
inodetree_l ock, where it is currently taken foreading Hence, in order to show that cor-
rectness is maintained, it must be demonstrated that pelgesgnchronisation requirements,
described earlier in 2.7.3, are fulfilled by the lockless et

5.1.1 Permanence o$t ruct page (existence guarantee)

Providing existence guarantees is likely the most diffiasfpect of concurrency
control. The traditional way of eliminating races betweamedhread trying to

lingo Molnar is a long-time Linux kernel developer who desigrand implemented the scalable ‘O(1)’ sched-
uler, among other things. This quote is from a private comnation with Ingo, with his permission to publicise
it.
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lock an object and another deallocating it, is to ensure thiatreferences to an
object are protected by their own lock [Gamsa et al. 1999]

Taking a reference on a pagecadche uct page without holding any locks relies on a key
observation which alleviates the requirement of a stricdterce guarante@st r uct page
itself is never actually allocated or freed, only its assted page frame is

This can be made clearer by thinking about the example offages. Free pages are managed
in lists in the page allocator, these lists are implemensdohked lists of the associated r uct
page structures. The actual page frame itself is free but it skilbts, and its meta-data, the
struct page, continues to maintain information about its state.

5.1.2 Speculative pagecache references (accuracy guaraey

With the necessity for an existence guarantee alleviatad,thhen possible to operate on the
struct page data structure without the possibility that it may be conently freed.

find_get _page is called to take a reference on the page at a given locétioode, of f set)

in pagecache. The accuracy guarantee ensures that thegggenhas its reference count
incremented while it is in the pagecache. It can be providetspeculatively’ elevating the
struct page reference count, and then verifying that the page is stithexpected location
in the pagecache.

If the page is no longer at the same location in the pagecdtietle speculative reference
was taken, then it must have been removed from the locatisorag point, so this speculative
reference is dropped and the operation retried.

An interesting corner case to consider is the case wherdiaydar page is removed from the

pagecache and freed, then re-allocated as a pagecacheopagadtly the same location as it

had been deleted from. It is not immediately clear that thiseds correct — might this cause a
concurrent reader to incorrectly ‘verify’ that the pagetis torrect one?

Suppose that the page is found byiand_get _page when it was in the pagecache the first
time around. Then if a speculative reference is taken on #ge @t some poinafter the
page has been deleted and reallocated, the pagecachehgdéiqgiently be found to be in the
correct position in the pagecache, as if it had always beerethThis case turns out to be
no problem, because it is fully possible that the initial pdégpkup had taken slightly longer,
and that the page is initially found after it had been addeithégpagecache the second time.
What is important is that the page which has had its referencmt incremented is in the
pagecache at the required location. Returning this page dotviolate the semantics of
find_get _page (see Section 2.7.2.1), because it existed in the pagecasbena point, hence
it may be returned.
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5.1.3 Lookup synchronisation point (no new reference guarnaee)

The ‘no new reference’ guarantee is traditionally provisgten holding the ree_l ock for
writing, which stabilises the page reference count by préng fi nd_get _page and sim-
ilar lookup functions from running concurrently. Withoublting tree_l ock for reading,
find_get _page is no longer prevented from running.

This problem is overcome by introducing a new bit in gheuct page’s fl ags field. Sites
that require the no new reference guarantee will set thisAfter a speculative reference is
taken on a page, the page will not be checked for accuracyrésenbed by the accuracy
guarantee) until this bit becomes clear.

Essentially the bit has become a synchronisation point asdadken over from the function-
ality provided byt ree_| ock. This quasi lock allows a write-side operation to halt reads
a particular point, however readers do not have a criticgtia® that blocks writers. Most im-
portantly, it is not dock that is taken by the read-side, it does not cause cachelimertion
between multiple lookups of the same page (because it ddesrite to the cacheline) nor
does it use expensive atomic locking instructions.

5.1.4 Providing guarantees in uniprocessor kernels

The Linux kernel offers a compilation configuration choideuaiprocessor (UP) or multi-
processor (SMP) capable kernels. The UP kernel option allm&ny optimisations in the
resulting compiled code, in particular, spinlocks get mpged away because there is no need
to prevent other processors from entering the criticalisedthere are no other processors).
However interrupts must still be disabled to guard criteattions that may require exclusion
from interrupts.

So a UP kernel already effectively has lockless pagecaati@ippoperations. The relatively

complex mechanisms for providing pagecache synchrooisatiescribed above, are not re-
quired on UP kernels. They are not required because all pageavrite-side operations which
interact with lockless lookups are performed in processexdrand exclude interrupts. Lock-

less lookups need need only ensure that they are not intedeeith any other process context,
which can be done so by having preemption disabled. Thusdaaspase can be made for UP
kernels, which simply increments the page’s referencetcoun

5.1.5 Problems

The above outline for providing guarantees without locksglightly simplistic in order to ex-

plain the important concepts first. There are some compmexithich must now be examined;
they come about because the lockless existence guarargeeuof page is not as strong as
that which can be provided by using locks.
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While thestruct page itself is not deallocated, it can be used in completely diffe ways
depending on whether the page is allocated and what paréeddeimel has allocated the page.
Aside from pagecache, a page may be free, used as a pagedgbleabuffer for a network
packet, storage for an internal kernel data structure,l@rdahings. Many of these users treat
thestruct page slightly differently, sometimes overloading fields forfdifent purposes.

By allowing struct page ‘existence’ to span over these lifetimes, the previoushtinict
states of a page become blurred. Between the act of lookinpeipage and speculatively
taking a reference on the page, it may have been removed fierpagecache, then freed,
then allocated somewhere else. So when incrementingctht field to for the speculative
reference, it is possible for the page to be in any state.

Fortunately, thenl y attribute of a struct page which might be queried or modifiettide of
the normal lifetime of the page isount , the reference count.

5.1.5.1 Free pages

Free pages have a refcount of zero and are managed by the |paggon Speculatively
elevating the refcount of a free page poses a number of pnsble

e When dropping the speculative reference it is essentiallfiiee page is not freed into
the page allocatoagain when the count reaches zero. However it is hard to tell if
the page actually was free when its reference count wasmared (imagine a second
speculative reference that had elevated the count fromp to 1

e The page might be allocated while a speculative referenselesated the count, further
complicating the task of determining the correct coursectiba to take when dropping
a failed speculative reference.

All the problems associated with free pages are avoidedtbyducing the new atomic primi-
tiveat om c_i nc_not _zer o, to be used when taking speculative referenaesm c_i nc_not _zer o
increments the reference count only if it is not zero, an@etise returns failure. This allows
free pages to be detected and ignored entirely (if the pafreas it is definitely not in the
desired pagecache location).

5.1.5.2 Page reference counting uniformity

A second problem is one of ‘page reference counting unifiyrrtiiroughout the kernel. By
the time a speculative reference has been taken on a pagey iame been removed from the
pagecache, freed, then allocated somewhere else (in whasgatcon c_i nc_not _zer o will
succeed).
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This speculative reference must be dropped when it is diseovthat the page is not in the
right location in pagecache. However before the specelatiference is dropped, the lastl
reference to the page may have been dropped, thus droppngpéctulative reference will
cause the reference count to transition to zero (which mestthe page). Soitis required that
all kernel users treat the page’s refcount in the same maandrthat dropping the last refer-
ence must free the page in the same manner throughout thel ké&imis allows the incorrect
speculative reference to be correctly dropped, and the fpageé if necessary.

5.1.5.3 Page reference count instability

There is a third problem, again due to the fact that spewelatiferences can be taken on a page
when it is in any state. Now all pages returned from the palgeatbr may have an unstable
refcount. Any page returned may have been a pagecache [Eagasspeculative reference
might be taken on it at any time.

For this to not cause problems, no part of the kernel may asghmrefcount is stable, nor
should non-atomic operations be used to manipulate theuefc It can be assumed that the
refcount (which includes speculative referencegjréater than or equal téthe number ofeal
references that are held at that time.

The lookup synchronisation poinised to provide the ‘no new reference’ guarantee can be
used, when necessary, that no m@a references will be returned by the lockless pagecache
lookup.

5.1.5.4 Why RCU is not used for the existence guarantee

RCU is not used to provide existence guarantees for a pagegsge. While this would be
possible, and would avoid the difficulties caused by the weakistence guarantee, RCU has
problems of its own.

RCU delayed freeing would add an extra stage for pages torgagh before actually being
freed. This stage involves batching up pages into a list,teaekrsing the list again (after a
grace period) in order tactually free them. This introduces a number of problems:

e The extra work required to visit the page again will introduwverhead.

o If the list grows to a significant size, eashruct page can be evicted from the CPU’s
cache before being visited, introducing cache misses dmage visited.

e The page allocator has per-CPU lists of free pages, whichheasccessed locklessly.
Page allocator locks need only be taken when these list$l@wveor underflow. The
RCU queued stage before reaching these per-CPU lists wikase the incidence of
underflow while the pages are being held for delayed freeind,of overflow when they
are finally released.
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e The per-CPU lists attempt to keep track of pages which asdylito be cache-hot and
those which are cache-cold, so they may be used appropridteé RCU queued stage
will reduce the effectiveness of these estimations.

¢ RCU can take some time to go through a quiescent state, thid be a problem in low
memory conditions. Low memory problems have been a problémRCU in the past.

RCU s used for delayed freeing of the nodes of the lockless ragi-thowever that are less
affected by the above problems. A radix-tree node is muchlenmhban a page, and are usually
allocated and freed significantly less often and they arallysallocated and freed significantly
less often than pagecache pages (one node holds up to 64aphggiages).

5.2 Lockless pagecache operations

The methods outlined above will now be made concrete by dstraiing how they provide
the required semantics. The most important operatidn ngl_get _page, and the others are
built on top of that.

5.2.1 find_get _page

The lockless i nd_get _page is the fundamental lockless operation upon which the others
built. Figure 5.1 gives the C code for the lockléssid_get _page for SMP kernels, with some
comments removed, and preprocessor macros expandedarity. cl

The uniprocessor implementation is omitted because inigkrwith lines 12-24 replaced by
an unconditional atomic refcount increment (see Seciodph.1

5.2.1.1 Implementation walk-through

Line 6 performs the RCU read-side ‘lockidt a traditional lock, see Section 2.6), to enter an
RCU read-side critical section required by the locklessxrérée lookup.

In lines 8-10, a lookup is performed on the radix-tréénd_get _page returns NULL if the
lookup failed to find a page, otherwise the varigidge is assigned the address of #te uct
page of the page found.

Atline 12, the page’s refcount is incremented if it was n@viously O; if it was, the whole op-
eration is restarted (this operation requires the pern@mefst ruct page for the existence
guarantee.)
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1. struct page *find_get page(struct address_space *mappi ng,
2: unsi gned | ong of fset)

3 {

4. struct page *page,

5:

6: rcu_read | ock();

7: again:

8: page = radix_tree_| ookup(&rappi ng- >page_tree, offset);
9: if (!page)

10: goto out;

11:

12: if (!get _page_unl ess_zero(page))

13: goto again; /* page has been freed */

14:

15: whi | e (PageNoNewRef s( page))

16: ; /* wait for NoNewRefs to becone clear */

17:

18: snp_rnb();

19:

20: if (page !'= radix_tree_| ookup(&appi ng->page_tree, offset)) {
21: /* page is no longer there, retry */

22: put _page( page);

23: got o agai n;

24. }

25:

26: out:

27: rcu_read_unl ock();

28: return page;

29: }

Figure 5.1: Lockl ess find_get _page for SWP

Lines 15-16 busy-wait while the page’s ‘NoNewRefs’ flag i$ @his flag can be set to en-
force theno new referenceguarantee.)

Thesnp_rmb() on line 18 is a memory barrier, which is required to ensureNbblewRefs
flag is cleabeforethe page is verified to be in pagecache.

When NoNewRefs is clear, lines 20-24 recheck that this pagedsent in pagecache (which
provides the accuracy guarantee). If the recheck founddbe m the correct position, then the
operation is successful and the page is returned; otherthisiepage’s refcount is decremented
(and will be freed if that caused it to reach 0), and the opmras restarted.

Line 27 exits the RCU read-side critical section, which wateeed in line 6.

Note that,fi nd_get _page relies on memory barriers to order memory operations ctyrec
Discussion of these barriers at this point would distractrfithe fundamental details of the
operation, and as such will not be covered. Comments in theesa@ode [Piggin 2006] of the
implementation explain all memory ordering in detalil.
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5.2.1.2 find_get _page return value

It is important to ensure that the possible return valuesi@flacklesd i nd_get _page imple-
mentation remains the same as those for the implementatiog locks.

Note that, the return values fér nd_get _page (see Section 2.7.2.1) match the return values
for the lockless radix-tree lookup operation returns (seetin 4.3). With that in mind, it can
be verified (from Figure 5.1) that the value returned by thokllsssf i nd_get _page will match
those required.

If the pagecache location given byappi ng, of fset)

e alwayscontained a particular page, it will be found on line 8, itkoaint will be non-
zero so line 12 will succeed, then line 20 will find it is stil pagecache, so that page
will be returned.

e wasalwaysempty, line 8 will find no page, so NULL will be returned.

Thenitis also easy to see that if the page is concurrentlpvechor added, inaybe returned,
or another page, or NULImaybe returned, without violating the nd_get _page semantics.

5.2.1.3 find_get page side-effects

Next, a returned page’s refcount must be elevathie it is in the pagecache

It can be seen that after incrementing the page’s refcourinenl?, it is then verified that
the page is indeed in the correct position in the pagecachigeitest on line 20. If this test
succeeds, then itis true thatge did have an elevated refcount while it is in the correct lmrat
in the pagecache.

5.2.1.4 Satisfying the no new references guarantee

find_get page, being a pagecache lookup function, must not return a neéeré& a page to
any caller while the no new references guarantee is beingyaed. The no new references
guarantee is required when a clean page with no referentedédiscarded from the page-
cache (see 2.7.3).

The no new references guarantee is provided with a lockigsshsonisation protocol between

the code that discards pagecache pagesf andl.get _page. The steps of each operation is
shown in Table 5.1. These steps are atomic with respect tuoamntly executing read or write

side operations. And they will be carried out, and visiltethie orders shown, due to memory
barriers and dependencies in the code.



85.2 Lockless pagecache operations 57

find_get _page discard page

1. find page in radix tree A. set PageNoNewRefs

2. conditionally increment refcount | B. check refcount is correg
3. wait for PageNoNewRefs C. remove from pagecach
4. check the page is still in pagecach®. clear PageNoNewRefs

—

1%

Table 5.1 Steps involved irii nd_get _page and discarding a page

It is possible that these operations may be interleaved eexliged concurrently in almost any
order, however there are just 2 critical orderings that riedsk considered:

e 2 runs before B: in this case, B sees elevated refcount alsldudi

e B runs before 2: in this case, A ensures 3 will not completd afier D is finished, and
thus 4 will occurafter C. In which case, 4 will notice that C has removed the page, and
find_getpage will retry.

It is possible that between 1 and 2, the page is removed tleeextict same page is inserted
into the same position in pagecache. This corner case isdevad in 5.1.2.

5.2.2 find.l ock_page

The locklesd i nd_I ock_page follows this pattern, using the locklessnd_get _page to take
a reference to the page without locking. The implementatagiven in Figure 5.2.

The locklesd i nd_I ock_page uses the standard construct of taking a reference to the page
then locking it, then rechecking that it is still in pagecachThis is enough to satisfy the
required semantics, given in 2.7.2.2.

5.2.3 find_get pages

Thefind_get pages function finds up to a specified number of pages from a givesebih
a file, and elevates the refcount of each page found. The tipeia performed completely
under thet r ee_| ock, which means that all returned pages wallein pagecache at the time
each had their refcount incremented.

It is not possible to retain this atomicity without holdihgee_l ock. Instead a new lockless
function, fi nd_get _pages_nonat oni c, is introduced which is implemented as the equivalent
of multiple calls tof i nd_get _page (optimised by using radix-tree gang lookup).

Fortunately, callers ofi nd_get _pages are much less common than thosd tad_get _page
andfind_l ock_page, so this is less important. Also, many of the callers wereallt con-
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1. struct page *find | ock page(struct address_space *mapping,
2: unsi gned | ong of fset)

3 {

4: struct page *page;

5:

6: repeat:

7: page = find _get page(napping, offset);

8: if (page) {

9: | ock_page( page);

10: /[* 1s the page in the correct |ocation? */
11: i f (page->mapping != mapping |

12: page->i ndex != offset) {

13: /* No, retry the operation */

14: unl ock_page( page) ;

15: page_cache_rel ease(page);

16: goto repeat;

17: }

18: }

19: return page,
20: }

Figure 5.2 Lockl ess find_l ock_page

verted to usd i nd_get _pages instead of multiple calls tbi nd_get _page, for efficiency rea-
sons. These callers do not require the full atomicity iafd_get _pages, so they may use the
locklessf i nd_get _pages_nonat oni c.

5.2.3.1 Truncation and invalidation

Truncation and invalidation are the main operations whizf und_get _pages (viapagevec_| ookup).
They are typically invoked on a range of pages in a file, pagkvec_| ookup is used to find
these pages.

The truncate and invalidate operations themselves onlyatp@n a single page at a time,
which does not rely on any other pages. So itis possible tthedeckless i nd_get _pages_nonat omi ¢
as their pagecache lookup function, insteadliafd_get _pages.



Chapter 6

Performance results

In this chapter, the performance properties of the lockpeggecache is presented, and com-
pared with the standard Linux 2t@ee_| ock based pagecache synchronisation.

6.1 Benchmarking methodology

The benchmarks presented here aim to give a fair repregentgtthe micro and macro per-
formance behaviour of the various pagecache synchromisatihemes.

Benchmarks are run on several architectures where paossthikimportant to show perfor-
mance behaviour on a diverse range of hardware becauseveldigails, especially memory
coherency and consistency, atomic operations, can vary.

Benchmarks are run on uniprocessor and multiprocessor SUIB, respectively) compiled
kernels if relevant. UP compiled kernels can be optimised tduthe fact that only a single
processor will be running at once; locking, atomic operstiand memory consistency opera-
tions can differ significantly.

Unless indicated, benchmarks are run 10 times, and thetmrsirepresent a 99.9% confidence
interval. Given the repeatability of many tests, errors loarsmall enough that the error bars
are unable to be discerned.

6.1.1 Kernels tested

The ‘standard’ kernel tested was 2.6.17. The ‘locklessh&krs 2.6.17 with the lockless
pagecache patches [Piggin 2006].
6.1.2 Machines tested

G5 Apple G5 PowerMac. 2 CPUs (PPC970, 2.5GHz, 1MB L2). 4GB RAM.
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P4 Intel Pentium 4. 2 CPUs (Nocona Xeon, 3.4GHz, 1MB L2). 4GB RAM

Altix SGI Altix 3000. 64 CPUs (Itanium 2, 1.5GHz, 3MB L2), 64GB RABZ nodes).

6.2 Pagecache lookup scalability benchmark

First, pagecache lookup scalability is tested within thetext of a page fault operation that is
performed by the kernel. Page faults in a memory area backadtmap() ed file must query
the pagecache to find the page for the given file offset. Thishmark was performed on the
Altix machine.

When such an area is first mapped, the kernel registers tianrag being backed by the file,
but the process’s pagetable is not populated. So upon feesado a page in the mapped area,
a pagefault occurs which cafis nd_get _page in order to find the physical page that the virtual
address should refer to.

Scalability was tested by varying the number of concurreat@sses accessing a single file.
Each process accessed a unique region of the file. The file wede mesident in pagecache
before the test began (so 10 is not involved). The pages ih emgion were allocated from the
same node as the process accessing them would run. Testsuwdrem 1 to 64 processes,
each bound to a different processor, providing a workloadirsg from 1 to 64 processors.

Figure 6.1 shows this benchmark running on the standarcekeirhe x axis on the graphs
correspond to the number of processors used in the teste Widly axis corresponds to the
total pagefault throughput for all processors combined.

The standard kernel performs about 16GB/s of pagefaults avisingle process; this corre-
sponds to about 1 million calls fa nd_get _page per second. At 2 processors, throughput is
up to 22GB/s which corresponds to 11GB/s per processor (et scaling, total throughput
should be 32GB/s). Beyond 2 processors, total throughputaly falls below that which a
single process can achieve; at 64 processors, throughpmlyié of that which a single process
can achieve.

Figure 6.2 shows the lockless kernel scales much more efigitnan the standard kernel. At

64 processors, the lockless kernel achieved almost 25G tiheethroughput of the standard
kernel, and attains about 80% of ideal scalability. Totabtighput approaches 1TB/s. The
lockless kernel does not quite reach ‘ideal’ throughpue (tiroughput attained with a single

processor, multiplied by the number of processors usedpsaiple reason is that the test also
involved regular unmapping and remapping of memory reg{tmgenerate a sufficient load

without using more memory than RAM). These operations &ehlito cause some cacheline
contention which would impact scalability.

Note that Figure 6.2 includes the results of the standardekdrom Figure 6.1. Given the
difference in magnitude, the standard implementation aygpas a flat line at the bottom of the
graph!
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1000 000 find_get_page on the same page find_get_page on 1GB of pagecache pages, sequentially

T 100 T
standard m— standard  m—
lockless lockless

100

80 80

60 60

40 = 40

20] i
0 0

Pentium 4 PowerMac G5 Pentium 4 PowerMac G5

nanoseconds per iteration
nanoseconds per iteration

Figure 6.3:fi nd_get _page on UP ker- Figure 6.4:fi nd_get _page on UP ker-
nel, cache hot nel, cache cold

6.3 find_get _page kernel level benchmarks

When improving scalability, it is common for single-threaldperformance to be degraded.
This is due to more complex code, more branches, atomic tipesaand memory barriers in
the read-side operations. This is one of the biggest prablehen justifying scalability im-
provements, because the vast majority of Linux instaltegtioperate on single or dual processor
systems. Thus it is important to get an idea of the changengiesithreaded performance.

The following tests were performed by a loop running in kémede calling thé i nd_get _page
operation many times in order to amortise the overhead diitigde system call used to enter
the kernel. All the fi nd_get _page tests are performed on a single file.

6.3.1 find_get page single threaded benchmarks

Single threaded performance on SMP compiled kernels waité®m by looking up a single
page 1 000 000 times (Figure 6.5), and by looking up each phgeached 1GB file in turn
(Figure 6.6). In the former test, the working set should cletaty fit in the cache of all CPUs
(the ‘cache hot’ case); in the latter case, estchuct page being operated upon will not be in
CPU cache (the ‘cache cold’ case).

Uniprocessor (or UP) kernels were also tested in singlexttee benchmarks. UP kernels have
spinlocks optimised away during compilation, and the lesklpagecache implementation also
includes some conditional compilation optimisations foipuocessor kernels. Figures 6.3

and 6.4 show the results of the same two tests on UP kernels.

1t advi se was modified, and used to initiate the loop.
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6.3.2 find_get page multi threaded benchmarks

Multi threaded performance was tested by having two CPUgingnthe loop concurrently.
Each CPU will callfi nd_get _page 1 000 000 times, both on the same page in Figure 6.8),
then on different pages in Figure 6.7.

These benchmarks show that single threaded and small spgtéarmance of various archi-
tectures and configurations has not suffered as a resule dbtikless pagecache implementa-
tion; in fact, usually the opposite.

6.4 10 and reclaim benchmark

When improving the scalability of read-side operationsitexside performance is often de-
graded. This degradation is a result of more complex operatimore atomic operations, and
more memory barriers in the write-side. It is important teume that write-side operations are
not impacted badly.

Page reclaim is an important operation for the kernel, aspart of almost any workload that
is filesystem IO intensive, and where working set does nobfiv@etely into RAM. Some
examples may include desktop systems, web and file sergergile/build servers, and some
databases.

It is important to benchmark low level performance of paggaien and 10 together, because
the lockless pagecache implementation introduces chaodpxh.

Figure 6.9 shows the results of reading 16GB per thread frtarga file. The system only has
2GB of memory available for pagecache, so most of the papecawist be reclaimed in the
course of the test. In the single threaded case, kswapdsyinelaronous reclaim daemon, was
restricted to the same CPU as the reading thread. The filarsespso reading from it is not
limited by the speed of the system’s block devices.

2GB RAM available, threads reading 16GB from the same sparse file
50

standard mm—
lockless

40t

30

20

seconds per iteration

10 +

1 thread 2 thread

Figure 6.9 Page reclaim, SMP kernel



Chapter 7

Conclusion

7.1 Summary

Trends in hardware and software development are incredlssgelative cost of lock based
synchronisation. This is particularly evident in multipessor systems, where the cost of
cacheline bouncing can result in poor scalability if fregtileexecuted operations are required
to take a lock.

One solution is to implement a lockless synchronisationhioakt Traditionally lockless syn-
chronisation has been difficult to implement for shared,asyit data structures, however the
Read-Copy Update algorithm provides a framework to protdedifficult ‘existence’ guar-
antee without using a lock.

The Linux pagecache is a data structure that must syncleraisess by multiple processors.
Linux 2.4 uses a single lock for access to the pagecachehwias shown to be a bottleneck
on multiprocessor systems of just 4 CPUs. Linux 2.6.17 useskgper inode, which performs

much better when accesses are spread over multiple filesevéowot all workloads spread
accesses over multiple files, furthermore, Linux is being on much larger multiprocessor
systems today.

The pagecache is a central part of the Linux kernel, and presble for all file caching. The
scalability of the pagecache is an important issue in Linux.

This paper presented the lockless pagecache method fox,Luwvhich was shown to greatly

improve the scalability of common pagecache read-sideatipes on single files. Performance
of some operations was improved by nearly 250 times on a 64 §Rtm. The lockless

pagecache was also found to improve single threaded peafme) and did not negatively
impact the performance of write-side operations.
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7.2 Future work

There are two avenues for further performance improvemthatisare made evident by this
work. Firstis to improve the performance of write-side peagdhe operations, such as inserting
and removing pages from the pagecache. The second is tovenfre read-side scalability of
paths that make use of the pagecache read-side operaboesaimple it was found that read
system call performance had scalability problems beyoagé#ygecache lookup.

There is also a need to evaluate the performance of the kxcklegecache in real world work-
loads on large systems. This effort is difficult because efdbst of such systems and the
amount of work involved in setting up realistic workloaddést.

This work is has not been included in the official kernel ashaf ime of writing, though it
has been submitted to kernel lists for review several timdgving it included in the kernel
would require further review and testing, and probably erak that it improves performance
significantly for a range of workloads.



Appendix A

Engineering report

The software engineering processes involved in this rebganoject share many similarities
with the process used in a software development project.edewthere are also differences,
and considerations that are unigue to such a research frojec

This report describes the software engineering processet/ed in developing the lockless
pagecache for Linux, and contrasts these with the procéesssged in a non-research project.

A.1 Project management

The project management activities involved in this projgere minimal. Essentially | was
the only person on the project team. Constraints were noliéooanding and deadlines were
reasonable. For these reasons, there was no team managerherdone, and the estimates
and planning work was minimal.

However, there were real elements of project managemeolved. There was a set of deliv-
erables, and a hard deadline at the end of the year. There e@dract, a project schedule,
and risks.

A.1.1 Constraints

There were two main constraints on the project, time, angescd’he work done to assess
these constraints was important for the success of theqgirojdowever compared with a
development project, the constraints are fewer and simpler

A.1.1.1 Time

Time was a constraint applied by the course requirements deliverables were due, with
a hard deadline of the end of the school year. Time had to bevedl for literature review,
design and implementation, testing and evaluation, antihgrup the findings in a thesis.
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Due to the simplicity of the timeline and the few deliverahlro formal planning or documen-
tation was required to manage the project schedule. Roulgistames were agreed upon with
my supervisor but they were very useful to keep the projedtaxk.

These milestones were: literature review, implementatiesting, seminar presentation, final
thesis draft, and final thesis submission.

A.1.1.2 Scope

The scope is constrained at minimum by the course requiresmeimich is to undertake a
useful research oriented project and contribute to a fietsbofputer science or software engi-
neering. It must be something interesting enough for a sigmerto take on.

The scope is bounded above by the time allowed for the prged the resources that can be
put into it by an individual (being aimdividual project).

This project didn’t encounter problems with or much volgtibf scope. | had an idea for
the lockless pagecache method before the start of the prajed estimated that it could be
implemented well within the time allowed. After an implentation was developed, the plan
was then to gather results, and present it as a research paper

The scope did change slightly early on in the project whera wuggested by my supervisor
that the scalability problem of cacheline bouncing showdgiven a theoretical basis and
not just an empirical one, and that it would be helpful to bke d@b predict the performance
improvement that the lockless pagecache would give. Thidted in the addition of Chapter 3.

A.1.2 Process activities

A.1.2.1 Project planning

Though the project plan was not laid out in a formal documtieire were a number of distinct
intermediate steps that needed to be completed for cormplefithe deliverables.

Related work and research had to be investigated, a workapiementation had to be cre-
ated, empirical testing had to be performed, and the seraméthesis themselves had to be
completed.

The plan was not very complex: with essentially only one ifiggmt schedulable resource
(myself), every task is on the critical path. So the plan wassep working on the unfinished
items that were not blocked by other unfinished items. Rouigsiones were set throughout
the project timeline to ensure it wasn'’t going off track.
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A.1.2.2 Risk management

In some sense, the risk involved in a research project ishigitan in a software development
project. The work, by definition, must be a new contributionthie field, so there is more
uncertainty involved.

For example, the lockless pagecache method could have beed fo have a fundamental
correctness problem before the project had finished. Ifabidd not be worked around by
changing the algorithms used, then it would have been a bigiggm for the project.

The best plan to manage this risk was to attempt to be thorgudgsting and arguing the
correctness of the method, and ask for peer review of thes ided implementation, early and
often.

In other aspects, the risk is lower than what might be expleicta development project. The
actual amount of work done (in terms of project managemedtdaiiverables) is smaller,
involving just one person over one year.

The management of these risks — of the project slipping cdéfieerables to be of poor quality
—was to meet with my supervisor often, and get feedback aneweAlso trying to have good

personal time management was important. Aiming to finishptiogect early would allow for

slips in the schedule.

Actually two unforeseen issues did arise in the course optbgct. The first was that | was
invited to a conference in Canada to present a paper (on thieks pagecache work), which
took nearly two weeks, including recovery from jetlag; ahd second was that | injured my
hand which required surgery and four weeks in a cast, durinighwtime | didn’t do much
work. Despite these issues, | plan to hand in the thesis an thithough the schedule has, not
surprisingly, slipped more than | had planned, this dermates that the small amount of risk
management that was done payed off.

A.1.2.3 Resource management

There was not many resources critical to the project thattbds managed. As far as com-
puter systems went, | have access to a 64-CPU SGI Altix sy#tesagh my employment at
SUuSE Labs, Novell Inc. that | was able to run the tests on. ’titeed to spend a very long
time performing tests on this system, and | was normally &blget access to it quite soon
after it was requested. Other computer systems used wergvmp@rsonal computers, so no
management was needed there.

Human resource management was only required so far as diclgeaieetings with my super-
visor, and requesting reviews. Eric was always accommuaglatnd helpful, so there was no
real need to do any ‘management’ here!
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A.1.2.4 Work breakdown

Work breakdown was mostly a matter of personal time manageméh broad milestones set
with input from my supervisor.

Regular meeting times needed to be scheduled with my sigoertiowever these were gener-
ally short meetings, and with only two people, reschedulirgmeeting was an easy task.

A.1.2.5 Tracking, reporting progress

Progress was tracked mostly using a simple text-based ‘dodetodo list’. For the thesis,
the partially finished thesis document itself was helpfutée what items needed work. The
software implementation, while complex, was quite smallfteere was no need for tracking
progress beyond the text-based list.

Reporting progress was a simple matter of summarising mgress to my supervisor at reg-
ular intervals.

A.1.3 Process artifacts

There were a number of artifacts produced by the projectgsmcThese were the contract, the
charter, the implementation, and the thesis. It was founteo@ssary to put other traditional
artifacts, such as the requirements, into formal documents

A.1.3.1 Project contract

The project contract was formed with my request to underéate@search project, and the sub-
sequent agreement from my supervisor, Eric McCreath, anddfiware engineering research
project convener, Chris Johnson.

A formal document called the ‘Independent Study Contraetswigned. This document is part
of the requirements for the software engineering reseai@eqt unit.

A.1.3.2 Project charter

A project charter was written by Eric and myself, and waschital as part of the ‘Independent
Study Contract'.

This charter gave the project a title, start and anticipated dates, goals and timeframes for
goals. The project members identified (myself, my supenisa), and our roles defined.



8A.2 Project lifecycle 71

A.1.3.3 Feasibility study

Scoping and feasibility was discussed between Eric and Iinyideere were no major feasibil-
ity problems identified, and scope did not deviate signitigainom initially planned.

A.1.3.4 Plans, schedules, reports

In semester 1, Eric and | scheduled fortnightly meetings fictv | reported the status of the
schedule, and issues | had run into. Eric would review andigecsuggestions and direction.
During semester 2, the frequency of meetings was increasaalce a week.

The schedule followed a standard research project sch@éilefature review, implementation,
testing, writeup, etc).

A.2 Project lifecycle

The project lifecycle did play a part in this research prbjéovas not so formalised as it would
be in a software development project, due to the relativehktity of the process management
side of the project.

A.2.1 Process model
A.2.1.1 lterative, evolutionary prototyping

The process model used to develop the lockless pagecachementation and this thesis, was
an iterative one which included early prototypes and sasnpielocuments / software in order
to get reviews and testing performed. The results of thegews and tests were incorporated
back into the prototypes rather than discarding them.

This process was only carried out on a small scale, howeweorked well. It provided a
working implementation early, that could be peer reviewedhe public Linux Kernel Mailing
List. It also meant that the thesis document could evolve theelife of the project in response
to review and input, and changes in direction.

A.2.2 Process activities

The activities in the research project can be describedring®f their software development
project counterparts. Although some steps are softwareicesimilar concepts can be applied
to the other deliverables as well (eg. the thesis).
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A.2.2.1 Requirements analysis

Requirements analysis and specification had two parts. Ttenas the requirements set out
by the course description, and agreed upon with the coursesner and supervisor. These
were negotiable, but included things like the start and eatdg] deliverables, and reporting /
meetings.

The second aspect was the requirements | set myself. | chizssproject topic, and in some
sense | was one of the clients. | had an expectation of whahtegleto achieve so these are an
implicit part of the requirements. These requirememsealso subject to guidance and input
from my supervisor.

The process of discovering these requirements, eitheiciékpby agreeing on deadlines and
deliverables; or implicitly by thinking about my expectats of the project, were a form of
requirements analysis.

The requirements included:

e Examine past and present pagecache implementations i®r.Linu

e Introduce some techniques such as IBM developed RCU, etjfir a lockless page-
cache.

e Propose an original model for a lockless pagecache in thexUiernel.
e Examine the feasibility of such an implementation.

e Develop, verify, and test the implementation.

e Argue convincingly that correctness is achieved.

e Present various benchmarks comparing implementations.

This was later expanded

A.2.2.2 Architecture / design

The architecture and design of the software implementatesnot a major undertaking. After
the idea was conceived, the implementation was a fairly Istpalversion from one algorithm
to another (albeit complex) one.

Coming up with the idea in the first place is perhaps not soimgtat fits into the software
engineering lifecycle. Although large projects probabiyntnonly require creative thought to
solve problems, it is much less risky to use existing metlasdsalgorithms in a solution. In
some sense, software development projects that dependdingfifundamentally new solu-
tions to problems are, in part, research projects as well.
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Designing performance tests (as opposed to QA tests), vilessjjmple and was just a process
of simply defining what it was that | wanted tested, and theitingrthe small test programs or
scripts to carry that out.

The design of the thesis itself was important. This was eslagarly, by taking the ANU
template, and looking at other theses and papers to comethpavtailored skeleton docu-
ment. This proved invaluable as structure and guidelinéutore work, though it also required
changes when shortfalls were revealed during the ‘impleatiom’ of the document.

A.2.2.3 Implementation

It was a large effort to go through and audit the kernel andvsuthe various adjustments
required for this method to work.

The lockless radix-tree and locklesss pagecache methedss#ives weren'’t a big task to
actually turn into code: the final implementation is underQOD Gines added, removed and
changed. The bulk of the work was probably in QA and testiedgited below.

Implementing performance tests and gathering data waiglsticrward. None of the tests
were big or complicated.

Implementing the thesis and this engineering report wasge landertaking. | found it was
difficult to put complex technical ideas into comprehersighglish. | found it was simply a
matter of putting in time, and putting in time to iterativelview and reimplement.

A.2.2.4 QA/testing

Quiality testing was an interesting part of this project. $béware implementation itself was
very complex, so a number of approaches were taken for QA.

Firstly, external review and comments were sought fredyerithe concept was described
and when a working implementation was created, they wereteghe public Linux Kernel
Mailing List with a request for review and comments. This wdguitful process, with several
helpful discussions and issues raised with my approach. ekample, upon performing a
code inspection, Paul McKenney [McKenney 2006b], RCU awirtor, discovered several
implementation problems with the lockless radix-tree. Sehissues were able to be quickly
fixed.

Secondly, an attempt was made to convincingly argue theecimess of the algorithms, and
examine all possible concurrency situations. This did n@ant to a formal proof of the entire
implementation, but it did provide some confidence in theeaminess.

Lastly, correctness testing was employed. It is not enoagiomvincingly argue correctness or
necessarily even prove the correctness of the softwareriéthas been a mistake somewhere.
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The mistake might be in the implementation or an assumptdth concurrent algorithms, the
problem of testing is magnified because failure cases can ofily be hit in rare circumstances
and never in the testing of normal workloads.

The lockless radix-tree was perhaps less conceptuallguliffihan the lockless page synchro-
nisation, however the implementation was much larger angt ma@mplex in practice. Testing

the radix-tree in the kernel had proven inadequate, evemwhsigning tests specifically to

exercise the desired cases. The reason for this is that diretrae manipulation has to be

driven via pagecache manipulation, so the actual time spehe radix-tree is very small and

concurrency isn’t exercised well.

Instead, a concurrent user-space test harness was impéeziribat could really stress the con-
currency in isolation — a unit test. This required creatindR€U implementation in userspace,
which was not a trivial task itself, although the impleméiota could afford to be much less
sophisticated than in Linux. This test harness discoveesral problems on my 2 CPU
workstation within the first few minutes of running that wera discovered even after hours
of running kernel level tests on the 64 CPU Altix.

Integration testing of the whole kernel was also employed, \@as also helpful to catch im-
plementation bugs and oversights.

A.2.2.5 Documentation

Documentation of the software is provided by comments irsthece code itself; and by this
thesis, which is covered above as a ‘first class’ deliverable

A.2.2.6 Maintenance

This software has not been deployed in released softwardesproject did not involve any
maintenance work.

However, if the implementation gets included in the kernduiture, it would follow the Linux /
open source maintenance methodology. The code will beweddy all interested developers.
When a reasonable consensus is reached, it will be testeatious stages of alpha and beta
releases. Upon being deemed ready, the code will be inclidadelease kernel, which can
be deployed in production.

I would be somewhat responsible for problems and issuesteghdout would not have ultimate
control of the code, however. Others could propose their iomprovements and bug fixes, or
argue against a future change proposed by me.
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A.3 Configuration management

Roger Pressman [Pressman 2000] describes configuratioagerzent as a

set of activities designed to control change by identifytimgy work products that

are likely to change, establishing relationships amongrtheéefining mechanisms
for managing different versions of these work products troiimg the changes

imposed, and auditing and reporting on the changes made.

Configuration management in this project involved the imp@atation of revision control sys-
tems for the main project artifacts.

A.3.1 Revision control

Revision control was the main form of configuration managemmequired by this project.
Revision control was required for the thesis, and the implaation.

The revision control system used was CVS for the managenfehtdhesis document (and
presentation slides). CVS was chosen for its familiaritgt exlative simplicity.

The ‘quilt’ patch manager was used to manage the implementpatches, with CVS used to
provide versioning.

A.4 Conclusion

In conclusion, the software engineering processes uséusingsearch project were important
to the success of the project. Planning, risk managemeqtiresnents analysis, and testing are
some of the processes used, that were particularly imgortam example, due to reasonable
planning and risk management, the project was able to telemna unforeseen schedule slip
of 4-6 weeks; due to specialised unit testing, bugs weredesed that could have otherwise
gone unnoticed into a production environment in future.

While there are parallels with a development project, tlaeecalso differences in the focus of
the effort. For example, in the research project there Wi firoject management to be done,
because of the much simpler or non-existent project, dpweémt, and team, management
issues. However there was a much larger relative emphasisroectness including testing,
inspections, and development of arguments for correctness

While the full software engineering and project managena@proach was too much for this
project, and not always applicable, there were many siitidarin the issues faced. Ignoring
good software engineering practices could have resultdisaster.
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