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Abstract

This paper describes a distributed context processing
architecture for an Active Office as an implementation
model of an Intelligent Environment. It describes the IE
repository, |E resolution, knowledge-based and resources
manager as an integrated part of context awareness
mechanism which plays an important role in an Active
Office. It proposes how the scalable distribution of context
and user model information is managed in an Active Office.
It illustrates an implementation of the architecture through
an example of how to get connected in an unfamiliar
Intelligent Environment domain.

1. INTRODUCTION

In an Intelligent Environment (1E), the computing and
sensing devices are ubiquitous. However, computer and
communications systems today are underused because the
range of control mechanisms and application interfaces is
too diverse. Context awareness mechanisms could therefore
be the best way to implement computer applicationsin IE. It
iS necessary to consider the mechanism that might allow
users to manipulate systems in simple and ubiquitous ways
and make computers more aware of the facilities in their
surroundings[11,27].

These awareness-mechanisms are bringing the
computer into user's daily activities. In this paper we
explore the computers capability to recognise user's
location, activities and the social context defined by the
presence of other people, in order to assist people with a
variety of activities at work.

An Intelligent Environment (IE) is a ubiquitous
computing environment with significant processing done by
various sensors (fixed and mobile sensors) and using a
DiCPA architecture. A DiCPA architecture & a scalable
context processing architecture which at least contains an 1E
repository, a resources manager, a knowledge base and a
global/local resolution object naming scheme.

This paper describes an Active Office as an
implementation model of an IE. For the Active Office an IE
is the collection of detectors and sensors, in alocal physical

vicinity which corresponds to a ‘local domain’ of the IE (i.e.
IE domain), with descriptions and communication for these
entities regarded as services. In order for an Active Office to
provide services to the users, the Active Office can be
design to detect its current state/context and determine what
actions to take based on the context [9,15]. So, we define an
Active Office as a normal office, which consists of several
normal rooms with minimal additional decorations (minimal
intrusive detectors and sensors, without explicitly badging
people) and using DiCPA architecture to manage and
respond to rapidly changing aggregation sensor data.

The DiCPA architecture is based on Merino services
layer architecture [15]. It could manage the interaction
between users and he environment in the IE domain by
handling raw sensor information and making
transformations between the raw physical devices/sensors
within the environment and the application programs. The

infrastructure  supports  interoperability of  context
sensors/widgets and applications on heterogeneous
platforms[9,15].

An |E domain has an important role as an

administrative domain. It contains an IE repository, a
resources manager, a knowledge base and various sensors.
Every object in an IE has alocal name and a globa name. It
needs to register in a resolution server for a persistent
mapping purpose in an |E repository. Hence, we can access
every registered object from an unfamiliar Active Office
(other namespace) by giving the resolution protocol, the
resolution server and the object’'s global name to the
resources manager and the knowledge base.

To support an Active Office infrastructure, we could
apply a WVLAN together with a General Packet Radio
Service (GPRS) or a Universal Mobile Telecommunications
Systems (UMTS). We implemented WiFi (802.11b,b+,9),
Bluetooth, IrDA and GPRS (GSM network) integrate them
with a local wired network. We used a MAC address of
Wifi and Bluetooth to identify users, and these technologies
also enable us to determine user location in anindoor Active
Office [16,17,18].

This paper describes the requirement for recognising
user locations and activities in an Active Office
environment. First, we present related work in the |E area,
followed by an overview of the Merino architecture, the
description of the DiICPA distributed context processing



architecture, 1E domain, IE resolution, IE repository, user
modelling, resources manager, knowledge base, and user’s
activities. In user’s activities we describe how a user model
which is characterised by user identification and
authentification, user profile, network access and service
adaptation to user environment. Then, we discuss a scenario
for the purpose of recognising user’s location and user’'s
activities. Finally, a summary will be presented in the last
part of this paper.

2. RELATED WORK IN IE

Since 1992, Mozer et.al. [21] has been developing
intelligent behaviour in an entire adaptive environment n
the University of Colorado. In 1996, while Coen et.al. [6,7]
starting building intelligent rooms in the MIT Al Lab. Kidd
et.al. built the ‘aware home' in the Georgia University in
1997 [14], and at the end of 2000 Cisco Inc. built a
broadband internet home (ihome)[5].

Mozer's focus is on adaptability, building the
intelligence into various sensors (such as thermometers) and
effectors (such as a heating and ventilation system) so that it
can adapt to the preferences of the house residents. One of
his important questions is how the intelligence can infer the
preferences of its resident, such as by learning patternsin its
occupants behavior to adjust the setting of lights,
ventilation and thermostats [21].

Much of Coen’'s efforts centre on the two intelligent
rooms he built in the MIT Al Labs dealing with the
integration of various sensing modalities such as vision and
speech [4,6,7]. In the aware home, Kidd focuses on finding
frequently lost objects such as keys, wallets, glasses and
remote control using small radio-frequency tags attached to
each object, and how to track the object using a long-range
indoor positioning systems. The aware home allows support
of ‘everyday cognition’ for the elderly using sensing
technology [14].

The Broadband Internet Home huilt by Cisco Inc. is
essentially a home with broadband connections that
provided an application to monitor and control the house
from virtually anywhere, anytime, over the internet [5]. It
does not use context aware applications.

Abowd (1996) and Flanagan (1999) showed it is not
only offices and homes that can be intelligent, but also
rooms with large numbers of people such as lecture
halls/classrooms and conference venues. Abowd et. a. has
made substantial effort to develop an educational
environment such as Classroom 2000 at Georgia University,
that automatically creates records linking simultaneous
stream of information, such as what the teacher is saying,
while a student is writing down her notes on a digital pad
[1,2], whereas Flanagan focusses on recognising
automatically who in the audience is asking a question,
pointing the video camera to that position and person and
using a microphone array to filter out sounds coming from
elsewhere in the large lecture hall at CAIP Center, Rutgers
University [10]. He divides the problem into two parts,
identifying the spatial location of the sound source, and then

extracting the desired sound signal out of the collection of
sounds being received by the microphones. He points out
how microphone and digital signal processing technologies
are enabling the creation of such intelligent rooms.

Recent technical advanced technology in Active
Badge/Bat (Cambridge), Wearable Computing (University
of South Australia), Cricket (MIT), and Smart Floor are also
enabling the creation of such Intelligent Environments
[11,12,23,22,26]. These advanced technology have
demonstrated the potential of context awareness application,
but have also shown that these kinds of systems are still
extremely difficult to design, develop and maintain [13].

3. MERINO: |IE SERVICE LAYERS ARCHITECTURE

The Merino architecture has two important parts. The
first part is the managing of the interaction between physical
devices/sensors within the IE environment and the program
application, to manage the interaction between the user and
the environment. This part contains its abstraction layers:
Core Sensors and Device Layers, Device Abstraction
Layers, Context and the highest abstraction level, i.e. Smart
Environment Agent Layers (Kummerfeld, Quigley, et al.
2003).

The Sensor Layer is the innermost service layer that
represents the range of sensors, which detects the physical
environment. The next layer is the Context Layer, which
performs core task of filtering and aggregating the raw data
from the Sensor Layer and also ensures interoperability
between sensors.

The second part consists of an |E Repository and a User
Model. An IE Repository is a key element that unifies and
manages the whole collection of objects in the environment.
The Context Layer interacts with the |IE Repository. This
handles a global name structure for objects and it manages
the naming/subnaming authority.

A User Model overlaps with the |IE Repository. The
Merino architecture treats them almost the same; the main
difference is that the User Model concerns people data only.
The User Model contains personal identity, subject to
security and to privacy to confirm to the emerging
environment, in a local and a global space. On the other
hand, the IE Repository holds context information from the
Context Layer. Data from the IE Repository which is
associated with the user will be stored in the User Model.

Figurel. Merino service layers architecture for the

Intelligent Environment



For example, data from a movement detector, a Wifi or
a Bluetooth proximity detector, and a keyboard activity
monitor will be held in the IE Repository, but once it is
associated with an individual user, it will be kept in the User
Model.

The device and the Device Abstraction Layer are
motivated by the need to send data to low level devices in
the |E using some device attribute, e.g. a phone number or a
Bluetooth MAC address in a mobile phone. A Smart
Environment Agent may determine that the context implies
“ameeting isin progress’, and communicate with the phone
to change its state, e.g. to request for switching to a silent
mode.

4. DIiCPA: A SCALABLE |IE DISTRIBUTED

CONTEXT PROCESSING ARCHITECTURE

A DIiCPA is a scalable context processing architecture
based on Merino service layer architecture for IE. The key
role of the DiCPA is an IE domain. An |IE domain is an
administrative domain, which at least contains an IE
repository, a resources manager, a knowledge base and
various sensors (above the level of dumb sensor that
communicate using standard protocol).

A resources manager uses sensors/widget agent to have
a direct communication between sensors and devices to the
IE repository. A resources manager also distributes sensor
data or aggregate sensor data to other |E repository in other
IE domains. The structure of an IE domain can be
hierarchical (it can have a single higher level 1E domain or
have several lower level |E domains) or scattered without
any level (figure 2). In a DiCPA architecture, the
communication between |E domains is based on a request
from each resource manager (peer-to-peer basis). The
resources manager will send a request to the resolution
server to get al information about an object. The resolution
server accepts the object’s global name and uses persistent
mapping from the object’'s global name to send the
persistent location (persistent URL) of the object to the
resources manager. Finally, the resources manager sends a
request to a relevant resources manager in other 1E domain
to get the object.

Every object in the IE domain is defined to be a self-
describing data-structure. This means that the structures as
well asthe value are alwaysincluded in the object’ s content.
This approach has two advantages. firstly, it avoids the
complexity of separate schemes and maintaining objects
across multiple distributed servers and secondly, it permits
meta-tools, e.g. a browser to manipulate the object without
knowledge of the specific contents [24]. A particular object
has a unique identifier and is located using a search that
starts in the local |E domain, and expands to adjacent and
higher lever IE domain such as resolution server (using
persistent URL or Handle system).

The communication within an I1E domain uses logical
multicasting. It means that the communication between 1E
repository and sensors could be implemented using IP
multicast with well known group-content-filtering in the

receivers or message server distributed content-routing and
filtering (such as Elvin or Spread) for an automatic update
of object content [25].

For example, consider a person moving between
locations. Annaworks in the Computer Science Department.
The CS department (IE) domain contains the home server
for her personal user model. When she walks to the nearby
Department of Engineering building, the CS department
context layer will use aggregate sensor data to determine
that Anna is not present, and other aggregating sensors in
the Department of Engineering will detect her presence as
an unknown object and ask their local resources manager for
the address of the server for this object. The local resources
manager multicasts the request to the resolution server and
discovers the correct home server for the object — her user
model. The object’s location information in the home server
is then updated accordingly [18].

|E Domain

Resources
Manager

a sensoridevice data
b. Instruction to sensors/devices
. query or request to modify/sync rule
d. decision or confirmation
e. store sensor data/ aggregate sensor data or
query data (query for location or activity
. result from or query confirmation)
g. object registration to subnaming authority or
resolution request (global object name)
h. confirmation or object location (persistent URL)
i. query to other resources manager
. dataand characteristic object

Figure2. DIiCPA:

Distributed  Context
Architecture for an Active Environment

Processing

4.1 |E Repository

The IE repository keeps al objects and their
characteristics. It holds the rapidly changing state of the
objects. It contains al relevant data within the IE domain,
e.g. sensor data, aggregate sensor data, context data and rich
context data. The IE repository uses distributed object
database for the Context Repository and the User Model
purposes. It also contains user profiles, registered devices
(server, workstation, bridge, router, switch, printer, phone,
fax), sensors, network (type - wired or wireless, subnetting,
segmentation), data management, location mapping
(sensors/devices signal-strength mapping to physical
location), and other services data (monitoring data
(SNMP/MRTG), hosts, etc.).

Every object in the |E repository has an identifier which
is registered in the resolution server for IE resolution
purposes, e.g. from URN to URLSs.

The resources manager manages the communication
between |E repositories and sensors/devices using logical
multicasting and the communication between | E repositories
using peer-to-peer (P2P) systems. These P2P systems offer
distributed hash table (DHT) functionality and exact-match



query facility. These systems are extremely scalable;
lookups can be resolved in log n overlay routing hops for an
overlay network of size n hosts. Exact match lookups are
suitable for fetching objects or resolving domain names. To
do the lookups, extended SQL can be used.

We use DHTs not only as an indexing mechanism for
al object in IE domain, but also as a network routing
mechanism.

4.2 |E Resolution

In the |E domain, all objects can be distributed to other
physical location or logical location. Every object has a
global resolution name and the global resolution name need
to be registered in the resolution name server, e.g. PURL or
Handle Server for persistent global mapping/resolution
purposes. The resolution mechanism is identical to the DNS
for the Naming Authority Pointer (NAPTR) Resources
Record (RR) to delegate the lookup’s name [8,20]. We use
the Unique Resolution Name (URN) as a globa unique
name and the Unique Resolution Locator (URL) as a locator
which locates any object, anywhere, anytime.

The purpose of the IE resolution is to identify if an
object or a user changes its location, especially for recording
the dynamic location due to the user mobility in an
unfamiliar Active Office.

4.3 Resources manager

A resources manager is a network management map
application that provides information about status of object
(devices/sensors) in the |E network. The resources manager
detects, controls, manages and concludes the functionality
of all objectsinthe |E domain.

The resources manager will show any failures in the
devices/sensors, access points, hubs, bridges and routers.
Furthermore, the resources manager will detect any traffic
problems and will identify what, where, cause and time-
length of problems.

The resources manager has a capability to control and
manage the functionality of an IP network using the Internet
Control Message Protocol (ICMP) and to ‘trap’ mechanism
using the Simple Network Management Protocol (SNMP),
so that failsafe mechanism can be implemented. To set up
the resources manager, a set policy (knowledge-based) that
determines the acceptable levels of traffics, broadcasts and
errors on any devices/sensors at any segments needs to be
established.

The resources manager knows all existing objects in the
IE domain by querying to the IE repository (context
repository or user model layer). If the object does not belong
to its IE domain, the resources manager has the mechanism
to find the object by querying to the resolution server to get
the ‘home server’ and continue querying to the ‘home
server’ about the details and characteristics of the object if it
exist. If it does not exist, the resources manager will tag it as
an unidentified object.

4.4 Knowledge-Based Context

A complex infrastructure and service environment
reguires more shared knowledge for the entities to be able to
invoke communication sessions. The knowledge-based
service must lead to the growth of services in IE. The
entities required a knowledge-based context i.e. an advance
knowledge-based based on context service and a shared
knowledge-based. The Context knowledge-base requires a
protocol, e.g. JINI, IXTA, UPnP, to invoke the services.

Entities are able to support a knowledge-based context
which represents the capability of the entities and associated
objects to create relations between them. Entities can
exchange knowledge-based, and merge with the existing
knowledge based and then interpret the knowledge-based
context in the end of the services.

When the knowledge-based is merged, it could be
growth very big, then the knowledge-based will be needed
to shrink, extract and filter to have a better performance but
without loosing the essence. Multiple Classification Ripple
Down Rules (MCRDR) and Self Organizing Map (SOM) of
Artificial Neural Network (ANN) component can be a best
candidate to filter ‘rule’ to produce knowledge maps and
capable to extract raw and semantic rule features from
sensors/devices.

The knowledge-based context contains context rules of
the interaction between the user and the Active Office
environment. Rules are used to represent heuristics which
specify a set of action that needs to be performed in a given
situation.

A generic rule is composed of and if portion and a then
portion.

The if portion of a rule is a series of patterns which
specify the facts from sensors in |IE where the rule would be
applicable in the IE domain. The process of matching the
facts to the patterns (pattern-matching) is done by an
inference engine agent, a specific agent in the resources
manager. The inference engine agent will automatically
match the facts against the patterns and determine which
rules are applicable to the context.

The then portion is a set of actions that need to be
executed when the rule is applicable to the situation
(context). The actions of applicable rules are executed when
the inference engine agent is being instructed to begin the
execution. The inference engine agent selects the rules, and
then the actions of the selected rule are executed. The if
portion detects its current status and then portion determines
what actions to be taken based on the context.

The context knowledge-based also has a dynamic
knowledge cooperation to alow the rules and the
sensor/devices to dynamically affect the actions service
selection process within the IE domain or the inter IE
domain. The mechanism of the context knowledge-based
described above can be implemented using arule engine and
a scripting language, e.g. a Java Expert System Shell
(JESS), a Prolog (such as SICtus prolog), a CLIPS, or other
function languages.



4.5 Resources Manager Applications

The application consists of user agents including email
agent, calendar agent, banking agent, news agent and office
agent. The application will be in users handheld computer
to communicate to the Active Office through the resources
manager. As shown in figure 2, the application lies outside
of the IE domain. It makes it easier for the user to move
from one room to the other, even to other unfamiliar IE
domain.

The resources manager manages service delivery to the
user. All information in user model can be retrieved from IE
repository and be stored directly to the user’s application by
resources manager and applications' agent. The application
allows the user to use available features in Active Office
based on users role. The user could aso query using
context user interface.

5. USERACTIVITY

Since an Active Office is also a ubiquitous computing
environment, sensors, actuators, simple push buttons,
sliders, and computer accesses are available in every area.
Users can be identified by their mobile computing devices
(PDA/handheld), image recognition, or by their activities of
accessing available resources anywhere, anytime. We used
precise sensors and proximate sensors to locate user's
location and collected user’'s location from both type of
sensorg[18].

In Active Office, user have regular work schedule. User
has routine activity that can be predicted his location in
certain time. Users activity can be represented by user
mobility, and user mobility can be seen from user's
changing location in significant scale. So, in Active Office
once we can capture user location then we can have a
pattern of users' mobility [16,17,18].

As described in [3,16] users can be characterized by:
identification and authentification, user profile, users
terminal and users access network characteristics, and
service adaptation to user environment.

Firstly, a wuser identity (unique identifier) and
authenticity to prove user as whom he/she claims to be,
needs to be recognised before the user accesses the service
in a personalised way. The use of login id and password is
sufficient as the user authentification.

Secondly, a user profile defines the user’s preferred
terminal environment, which includes individual display
setting, network connection, printer connection, program
items, screen color, windows size and position and other
specified settings.

The user profile is created based on a user profile
skeleton. The user profile can be local, roaming and
mandatory. A local user profileis created when the user logs
on for the first time; a roaming user profile is created in a
‘home’ server and is available every time the user logs on to
any computer on the network; and a mandatory user profile
is aroaming profile that can be used to specify a particular
setting for an individual or an entire group of users. The

user profile shall be aunique and independent of any access,
even if several implementation scenarios are established.

When a user logs on to the system, a user profile which
contains a default user setting will be created to alow the
user’s access to the environment. Once user profiles are
created in a certain |IE domain, they can be automatically
accessed, including the relevant authorization and
authentication, by other IE domains if and only if trust
between domains is activated. When the user uses his
mobile host (PDA) at the first time in the IE domain, the
user profile will be defined and relevant data will be
synchronized from the server to the PDA.

An example structure of a user profile:

User User preferences
LoginID User Loginld
Password Password
User description User description
Home Network Access to home network
Server name/IP Home server where the
address profile created
Trusted Key To establish trusted relation
between machines (to  home'
server)
Access Network Accessto network
Network type Type of Access Network
Availability QoS Availability QoS
Terminal Terminal setting
Terminal type Terminal type (i.e. desktop,
notebook, PDA)
Hardware The existing hardware
configuration
Service Session Service Session
Servicetype Service type when invoked
service
Service status Temporary service status

Thirdly, when the user changes from PDA to other
terminals, the user's environment may significantly be
changed due to different accesses and terminal capabilities.
It would influence the way user services are delivered. The
procedure to enable network entities to determine the
service presentation and capabilities, along with the current
access and terminal characteristics of the users will be
considered.

Fourthly, a service adaptation has a capability to allow
user to customise services in the user terminal in order to
adapt service execution and presentation with a common
“look and feel” to the user’s current environment. The bit
rate and quality of the access link have major impact on
Quality of Services, especialy in the service adaptation to
user terminal. When user accesses his IE domain or an
unfamiliar IE domain, the service adaptation should deliver
the same contents, but can be through a different service
execution and adaptation.

6. APPLICATION SCENARIO

In this part, we will describe a scenario of how users
and devicesin an unfamiliar |E domain get connected.

In the Active Office, we assume that the user brings a
portable computer, i.e. a mobile host, rather than simple
personal assistant or a pager or phone. The user’s mobile
host has reasonable capabilities in processing power and
memory/storage, remote access and execution mechanism



such as Remote Procedure Call (RPC) so that fixed local
server could run any applications, which are unavailable on
the mobile host. A user, for example, wants to deliver a
presentation from afile at a remote server using facilities in
an unfamiliar Active Office with an |E domain.

We will describe how this unfamiliar Active Office
responds to the user’s presence and requests. We assume
that an unfamiliar Active Office has a fixed server through a
wired LAN which connects to the Internet and the server
has a reasonable service to connect to the mobile host
through a wireless connection, e.g. IEEE 802.11b, 802.11g,
Bluetooth or IrDA, as part of the network infrastructure.

First, the user logs in to his PDA. When the user arrives
at an unfamiliar Active Office, his PDA will broadcast its
unique hardware identifier i.e. vendor-supplied MAC or
BDA address. The local server has a DHCP and a Network
Address Translation (NAT) service. The NAT uses IP
Masquerading to translate | P addresses. After a handshaking
process, the server will send alocal IP address to the PDA.
At this stage the PDA has established a connection to the
network (figure 3).

IE Domain, |E Domain,  |E Domain,

<> ]
IE repository o

NILs to
Resalve(URN,URLS)

o Local server with o
MATAPMase)
DHCF

P _adres:

MAC address

°
@ Sensor

PDA getting connection into unfamiliar IE Domain

Synch relevant info to *home’ |E repository
by Using N2Ls resolution

Figure 3. Getting connection into unfamiliar |E domain

There are several ways to get connected to the home
server, e.g. using NIS(Y P), NIS+, or mounting adirectory to
the home server. However these ways are not appropriate
for an Active Office purposes since we only have limited
information, i.e MAC address, instead of home server, login
id and password which required for using NIS+ or mounting
directory. Therefore we use the resolution server to get
connected to the ‘home server’. When the IE domain
identifies an unknown object (the MAC address of the
PDA), its resources manager will send this MAC address in
a query to the resolution server to retrieve a URN. For
example:

http://resol ution.anu.edu.au/1030.52/00-80-BD-08-08-08
protocol  resolution-  subnaming- MA C-address/
server authority BDA

The response from the resolution server, for example is
jblog@inul.org.

The resources manager will send another query using

this URN to get URL resolution.

For example:

GET /usi-res/N2L?urn:1030.52:jblog@inul.org HTTP/1.0

Theresult would be;
# urn: 1030.52:john.blog@inul.org
http: //maww.inul .or g/peopl e/john.blog.html
http://www.inul.or g/pub/presentation. pdf
ftp://ftp.inul.or g/pub/presentation.ppt

The resources manager in the unfamiliar Active Office
then will get the information, such as the person’s name and
administrative domain and where the file for the
presentation is available. When the resources manager
stores the location information to the user’s PDA, at the
same time the resources manager in the ‘home’ domain
changes the location status in the | E repository (user model
layer) [17,18].

We have implemented user’s location based on history
data (predicted user location) and develop user interface
called SpeechCA using Java Speech API[16]. We aso have
studied service delivery based on user location and user’s
mobility in an Active Office, so, when user moved to ‘ other’
IE domain, the user still has full access to internet but
incoming and outgoing data it's used his IE domain using
WiFi and printing to closed printer in ‘other’ IE domain
using Bluetooth [17,18]. We used three different operating
systems (Solaris, Linux and Windows servers) on the three
buildings. These implementation is a part ‘ proof of concept’
of the distributed architecture of the |E.

7. SUMMARY AND FURTHER STUDY

This paper proposed a DICPA architecture - a
distributed context processing architecture - for an |E which
is simple, efficient, scalable, fault tolerant and applicable to
be implemented across a range of heterogeneity computing
platforms.

This paper has described the lequirement for scalable
context processing in an Active Office using DiCPA
architecture as an implementation model of IE. We aso
presented an overview of the Merino service layer
architecture, and distributed context processing architecture
which then followed by a description of IE domain, IE
resolution, |1E repository, user modeling, resources manager,
knowledge based, application and interoperation between
Sensors.

We showed how the scalable distribution of the context
and the user model information are managed for recognising
user activities. We also described an illustration of how
users get connected in an unfamiliar Active Office in other
| E domain and how to monitor user activities.

Further research topics that can be considered from this
work are the modelling of sharing context rules between |E
Domains in the distributed context knowledge-base and the
requirement to have a flexible and efficient communication
between resources managersin several |E domainsto forma
society of |E domains
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