
Machine-Level ProgrammingV:
MiscellaneousTopics

Sept. 24, 2002

TopicsTopics
� LinuxMemoryLayout
� UnderstandingPointers
� Buffer Overflow
� FloatingPoint Code

class09.ppt

15-213
“The course that gives CMU its Zip!”
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LinuxMemoryLayout
StackStack

� Runtimestack(8MBlimit)

HeapHeap
� Dynamicallyallocatedstorage
� Whencallmalloc,calloc,new

DLLsDLLs
� DynamicallyLinkedLibraries
� Libraryroutines(e.g.,printf,malloc)
� Linkedintoobject codewhenfirst executed

DataData
� Staticallyallocateddata
� E.g., arrays&stringsdeclaredincode

TextText
� Executablemachine instructions
� Read-only
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LinuxMemoryAllocation
Linked
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Text &StackExample

(gdb) break main
(gdb) run

Breakpoint 1, 0x804856f in main ()
(gdb) print $esp

$3 = (void *) 0xbffffc78

MainMain
� Address0x804856f shouldberead
0x0804856f

StackStack
� Address0xbffffc78

Initially
BF

7F

3F

80

40

00

Stack
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Data
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DynamicLinkingExample
(gdb) print malloc

$1 = {<text variable, no debug info>}

0x8048454 <malloc>
(gdb) run

Program exited normally.
(gdb) print malloc

$2 = {void *(unsigned int)}
0x40006240 <malloc>

InitiallyInitially
� Codeintext segment that invokesdynamic linker
� Address0x8048454 shouldberead0x08048454

FinalFinal
� CodeinDLLregion
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MemoryAllocationExample

char big_array[1<<24];  /*  16 MB */
char huge_array[1<<28]; /* 256 MB */

int beyond;
char *p1, *p2, *p3, *p4;

int useless() {  return 0; }

int main()
{
p1 = malloc(1 <<28);  /* 256 MB */
p2 = malloc(1 << 8);  /* 256 B  */
p3 = malloc(1 <<28);  /* 256 MB */
p4 = malloc(1 << 8);  /* 256 B  */
/* Some print statements ... */
}
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ExampleAddresses

$esp 0xbffffc78
p3 0x500b5008
p1 0x400b4008
Final malloc 0x40006240
p4 0x1904a640
p2 0x1904a538
beyond 0x1904a524
big_array 0x1804a520
huge_array 0x0804a510
main() 0x0804856f
useless() 0x08048560
Initial malloc 0x08048454
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Coperators
Operators Associativity
()  []  ->  . left to right
!  ~  ++  --  +  -  *  & (type) sizeof right to left
*  /  % left to right
+  - left to right
<<  >> left to right
<  <=  >  >= left to right
==  != left to right
& left to right
^ left to right
| left to right
&& left to right
|| left to right
?: right to left
= += -= *= /= %= &= ^= != <<= >>= right to left
, left to right

Note: Unary+,-, and* havehigher precedencethanbinary forms
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Cpointer declarations
int *p pisapointer to int

int *p[13] pisanarray[13] of pointer to int

int *(p[13]) pisanarray[13] of pointer to int

int **p pisapointer toapointer toanint

int (*p)[13] pisapointer toanarray[13] of int

int *f() f isafunctionreturningapointer to int

int (*f)() f isapointer toafunctionreturningint

int (*(*f())[13])() f isafunctionreturningptr toanarray[13]
of pointerstofunctionsreturningint

int (*(*x[3])())[5] x isanarray[3] of pointers tofunctions
returningpointers toarray[5] of ints

– 10 – 15-213, F’02

Internet WormandIMWar
November, 1988November, 1988

� Internet Wormattacks thousandsof Internet hosts.
� Howdidit happen?

July, 1999July, 1999
� Microsoft launchesMSNMessenger (instant messagingsystem).
� Messenger clientscanaccesspopular AOLInstant MessagingService

(AIM) servers

AIM
server

AIM
client

AIM
client

MSN
client

MSN
server
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Internet WormandIMWar (cont.)
August 1999August 1999

� Mysteriously, Messenger clientscannolonger accessAIMservers.
� Microsoft andAOLbeginthe IMwar:

�AOLchangesserver todisallowMessenger clients
�Microsoft makeschangestoclientstodefeat AOLchanges.
�At least 13suchskirmishes.

� Howdidit happen?

The Internet WormandAOL/Microsoft War werebothbasedonTheInternet WormandAOL/Microsoft War werebothbasedon
stack buffer overflowstack buffer overflow exploits!exploits!

�manyUnixfunctionsdonot checkargument sizes.
�allowstarget bufferstooverflow.
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StringLibraryCode
� Implementationof Unix functiongets

�Nowaytospecify limit onnumber of characters toread

� Similar problemswithother Unix functions
�strcpy: Copiesstringof arbitrary length

�scanf,fscanf,sscanf, whengiven%s conversionspecification

/* Get string from stdin */
char *gets(char *dest)
{
    int c = getc();

char *p = dest;
while (c != EOF && c != '\n') {

*p++ = c;
c = getc();

}
*p = '\0';
return dest;

}
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VulnerableBuffer Code

int main()
{
  printf("Type a string:");
  echo();
  return 0;
}

/* Echo Line */
void echo()
{
    char buf[4];  /* Way too small! */
    gets(buf);
    puts(buf);
}

– 14 – 15-213, F’02

Buffer OverflowExecutions

unix>./bufdemo
Type a string:123
123

unix>./bufdemo
Type a string:12345
Segmentation Fault

unix>./bufdemo
Type a string:12345678
Segmentation Fault
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Buffer OverflowStack

echo:
pushl %ebp # Save %ebp on stack
movl %esp,%ebp
subl $20,%esp # Allocate space on stack
pushl %ebx # Save %ebx
addl $-12,%esp # Allocate space on stack
leal -4(%ebp),%ebx # Compute buf as %ebp-4
pushl %ebx # Push buf on stack
call gets # Call gets
. . .

/* Echo Line */
void echo()
{
    char buf[4];  /* Way too small! */
    gets(buf);
    puts(buf);
}

Return Address

Saved %ebp

[3][2][1][0] buf

%ebp

Stack
Frame

for main

Stack
Frame

for echo
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Buffer Overflow
StackExample

Beforecall togets

unix> gdb bufdemo
(gdb) break echo
Breakpoint 1 at 0x8048583
(gdb) run
Breakpoint 1, 0x8048583 in echo ()
(gdb) print /x *(unsigned *)$ebp
$1 = 0xbffff8f8
(gdb) print /x *((unsigned *)$ebp + 1)
$3 = 0x804864d

8048648: call 804857c <echo>
804864d: mov 0xffffffe8(%ebp),%ebx # Return Point

Return Address

Saved %ebp

[3][2][1][0] buf

%ebp

Stack
Frame

for main

Stack
Frame

for echo

0xbffff8d8

Return Address

Saved %ebp

[3][2][1][0] buf

Stack
Frame

for main

Stack
Frame

for echo

bf ff f8 f8

08 04 86 4d

xx xx xx xx
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Buffer OverflowExample#1

BeforeCall togets Input =“123”

NoProblem

0xbffff8d8

Return Address

Saved %ebp

[3][2][1][0] buf

Stack
Frame

for main

Stack
Frame

for echo

bf ff f8 f8

08 04 86 4d

00 33 32 31

Return Address

Saved %ebp

[3][2][1][0] buf

%ebp

Stack
Frame

for main

Stack
Frame

for echo
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Buffer OverflowStackExample#2
Input =“12345”

8048592: push %ebx
8048593: call 80483e4 <_init+0x50> # gets
8048598: mov 0xffffffe8(%ebp),%ebx
804859b: mov %ebp,%esp
804859d: pop %ebp # %ebp gets set to invalid value
804859e: ret

echo code:

0xbffff8d8

Return Address

Saved %ebp

[3][2][1][0] buf

Stack
Frame

for main

Stack
Frame

for echo

bf ff 00 35

08 04 86 4d

34 33 32 31

Return Address

Saved %ebp

[3][2][1][0] buf

%ebp

Stack
Frame

for main

Stack
Frame

for echo

Savedvalueof%ebp set to
0xbfff0035

Badnewswhenlater attempt
torestore %ebp
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Buffer OverflowStackExample#3

Input =“12345678”

Return Address

Saved %ebp

[3][2][1][0] buf

%ebp

Stack
Frame

for main

Stack
Frame

for echo

8048648: call 804857c <echo>
804864d: mov 0xffffffe8(%ebp),%ebx # Return Point

0xbffff8d8

Return Address

Saved %ebp

[3][2][1][0] buf

Stack
Frame

for main

Stack
Frame

for echo

38 37 36 35

08 04 86 00

34 33 32 31

Invalidaddress

Nolonger pointingto
desiredreturnpoint

%ebp andreturnaddress
corrupted
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MaliciousUseof Buffer Overflow

� Input stringcontainsbyterepresentationof executablecode
� Overwritereturnaddresswithaddressof buffer
� Whenbar() executesret, will jumptoexploit code

void bar() {
char buf[64]; 
gets(buf);
...

}

void foo(){
bar();
...

}

Stack
after call togets()

B

return
address

A

foostackframe

bar stackframe

B

exploit
code

pad

data
written

by
gets()
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ExploitsBasedonBuffer Overflows
Buffer overflow bugs allow remote machines to executeBuffer overflow bugs allow remote machines to execute

arbitrary code on victim machines.arbitrary code on victim machines.

Internet wormInternet worm
� Earlyversionsof thefinger server (fingerd) usedgets() toreadthe

argument sent by theclient:
�finger droh@cs.cmu.edu

� Wormattackedfingerdserver bysendingphonyargument:
�finger “exploit-code  padding  new-return-address”

�exploit code: executedaroot shell onthevictimmachinewithadirect TCP
connectiontotheattacker.
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ExploitsBasedonBuffer Overflows
Buffer overflow bugs allow remote machines to executeBuffer overflow bugs allow remote machines to execute

arbitrary code on victim machines.arbitrary code on victim machines.

IMWarIMWar
� AOLexploitedexistingbuffer overflowbuginAIMclients
� exploit code: returned4-bytesignature (thebytesat somelocationin the

AIMclient) toserver.
� WhenMicrosoft changedcodetomatchsignature, AOLchanged

signature location.
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Date: Wed, 11 Aug 1999 11:30:57 -0700 (PDT)Date: Wed, 11 Aug 1999 11:30:57 -0700 (PDT)
From: Phil Bucking <philbucking@yahoo.com>From: Phil Bucking <philbucking@yahoo.com>
Subject: AOL exploiting buffer overrun bug in their own software!Subject: AOL exploiting buffer overrun bug in their own software!
To: rms@pharlap.comTo: rms@pharlap.com

Mr. Smith,Mr. Smith,

I am writing you because I have discovered something that I think youI am writing you because I have discovered something that I think you
might find interesting because you are an Internet security expert withmight find interesting because you are an Internet security expert with
experience in this area. I have also tried to contact AOL but receivedexperience in this area. I have also tried to contact AOL but received
no response.no response.

I am a developer who has been working on a revolutionary new instantI am a developer who has been working on a revolutionary new instant
messaging client that should be released later this year.messaging client that should be released later this year.
......
It appears that the AIM client has a buffer overrun bug. By itselfIt appears that the AIM client has a buffer overrun bug. By itself
this might not be the end of the world, as MS surely has had its share.this might not be the end of the world, as MS surely has had its share.
But AOL is now *exploiting their own buffer overrun bug* to help inBut AOL is now *exploiting their own buffer overrun bug* to help in
its efforts to block MS Instant Messenger.its efforts to block MS Instant Messenger.
........
Since you have significant credibility with the press I hope that youSince you have significant credibility with the press I hope that you
can use this information to help inform people that behind AOL'scan use this information to help inform people that behind AOL's
friendly exterior they are nefariously compromising peoples' security.friendly exterior they are nefariously compromising peoples' security.

Sincerely,Sincerely,
Phil BuckingPhil Bucking
Founder, Bucking ConsultingFounder, Bucking Consulting
philbucking@yahoo.comphilbucking@yahoo.com

It was later determinedthat thisemail
originatedfromwithinMicrosoft!
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CodeRedWorm

HistoryHistory
� June18, 2001. Microsoft announcesbuffer overflowvulnerability in IIS

Internet server
� July19, 2001. over 250,000machines infectedbynewvirus in9hours
� Whitehousemust change its IPaddress. Pentagonshut downpublic

WWWservers for day

WhenWeSet UpCS:APPWebSiteWhenWeSet UpCS:APPWebSite
� Receivedstringsof form
GET /

default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN....NNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3%
u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%
u9090%u8190%u00c3%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a

HTTP/1.0" 400 325 "-" "-"
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CodeRedExploit Code
� Starts100threadsrunning
� Spreadself

�GeneraterandomIPaddresses&sendattackstring
�Between1st &19thof month

� Attackwww.whitehouse.gov
�Send98,304packets; sleepfor 4-1/2hours; repeat

» Denial of serviceattack
�Between21st &27thof month

� Defaceserver’shomepage
�After waiting2hours
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CodeRedEffects

Later VersionEvenMoreMaliciousLater VersionEvenMoreMalicious
� CodeRedII
� Asof April, 2002, over 18,000machines infected
� Still spreading

PavedWayfor NIMDAPavedWayfor NIMDA
� Varietyof propagationmethods
� Onewastoexploit vulnerabilities left behindbyCodeRedII
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AvoidingOverflowVulnerability

UseLibraryRoutinesthat Limit StringLengthsUseLibraryRoutinesthat Limit StringLengths
� fgets insteadof gets
� strncpy insteadofstrcpy
� Don’t usescanf with%s conversionspecification

�Usefgets toreadthestring

/* Echo Line */
void echo()
{
    char buf[4];  /* Way too small! */
    fgets(buf, 4, stdin);
    puts(buf);
}
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IA32FloatingPoint

HistoryHistory
� 8086: first computer to implement IEEEFP

�separate8087FPU(floatingpoint unit)

� 486: mergedFPUandInteger Unit ontoonechip

SummarySummary
� Hardwaretoadd, multiply, anddivide
� Floatingpoint dataregisters
� Variouscontrol &statusregisters

FloatingPoint FormatsFloatingPoint Formats
� singleprecision(Cfloat): 32bits
� doubleprecision(Cdouble): 64bits
� extendedprecision(Clong double): 80bits

Instruction
decoder and
sequencer

FPU
Integer

Unit

Memory
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FPUDataRegister Stack

FPUregister format (extendedprecision)FPUregister format (extendedprecision)

s exp frac
063647879

FPUregistersFPUregisters
� 8registers
� Logically formsshallowstack
� Topcalled%st(0)
� Whenpushtoomany, bottom

valuesdisappear

stackgrowsdown

“Top” %st(0)

%st(1)

%st(2)

%st(3)
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FPUinstructions

Largenumber of floatingpoint instructionsandformatsLargenumber of floatingpoint instructionsandformats
� ~50basic instructiontypes
� load, store, add, multiply
� sin, cos, tan, arctan, andlog!

Sample instructions:Sample instructions:

Instruction Effect Description

fldz push0.0 Loadzero

flds  Addr pushM[Addr] Loadsingleprecisionreal

fmuls Addr %st(0) <- %st(0)*M[Addr] Multiply

faddp %st(1) <- %st(0)+%st(1); pop Addandpop
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Final Observations

MemoryLayoutMemoryLayout
� OS/machinedependent (includingkernel version)
� Basicpartitioning: stack/data/text/heap/DLLfoundinmost machines

TypeDeclarations inCTypeDeclarations inC
� Notationobscure, but verysystematic

WorkingwithStrangeCodeWorkingwithStrangeCode
� Important toanalyzenonstandardcases

�E.g., what happenswhenstackcorruptedduetobuffer overflow

� HelpstostepthroughwithGDB

IA32FloatingPointIA32FloatingPoint
� Strange“shallowstack”architecture


