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Linux Memory LayoutLinux Memory Layout
StackStack
 Runtime stack (8MB limit)

HeapHeap
 Dynamically allocated storage
 When call � � 
 
 � � , � � 
 
 � � , � � �
DLLsDLLs
 Dynamically Linked Libraries
 Library routines (e.g., �� � � � � , � � 
 
 � � )
 Linked into object code when first executed

DataData
 Statically allocated data
 E.g., arrays & strings declared in code

TextText 
 Executable machine instructions
 Read-only

Upper
2 hex
digits of
address

Red Hat
v. 6.2
~1920MB
memory
limit

� �
� �

� �
� �

� �
� �

� �
� �

Stack

DLLs

Text
Data

Heap

Heap

� �
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Linux Memory AllocationLinux Memory Allocation
Linked !

" !
# !

$ %
& %

% %

Stack

DLLs

Text
Data% $

Some
Heap !

" !
# !

$ %
& %

% %

Stack

DLLs

Text
Data

Heap

% $

More
Heap !

" !
# !

$ %
& %

% %

Stack

DLLs

Text
Data

Heap

Heap

% $

Initially !
" !

# !
$ %

& %
% %

Stack

Text
Data% $
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Text & Stack ExampleText & Stack Example' () * + * , - . / 0 . 1 2' ( ) * + , 3 24 , - . / 56 1 2 7 8 9 : ; < : = < > ? @ 1 2 0 . 1 2 ' +' () * + 5 , 1 2 7 A - B 5AC D 'E 6 1) F + : ; * @ @ @ @ G H <

MainMainI Address : ; < : = < > ? @  should be read: ; J K : = < > ? @
StackStackI Address : ; L M @ @ @ G H <

InitiallyN O
P O

Q O
R S

T S
S S

Stack

Text
DataS R
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Dynamic Linking ExampleDynamic Linking ExampleU VW X Y Z[ \ ]̂ _̀ a a b cde f gĥ i ĵ k̀ [ \̀ X a i l ] b W i X m V \ ] n b o pq j r q s r s t s h _̀ a a b c oU VW X Y [ m ]u[ b V[̀ _ i j \̂ iW ] b[ _̀ a a vwU VW X Y Z[ \ ]̂ _̀ a a b cdx f g k b \W y U m ] z \ V ] iW \ ]̂ Y pq j s q q q {x s q h _̀ a a b c o
InitiallyInitially| Code in text segment that invokes dynamic

linker| Address q j r q s r s t s  should be readq j q r q s r s t s
FinalFinal| Code in DLL region

Linked} ~
� ~

� ~
� �

� �
� �

Stack

DLLs

Text
Data� �
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Memory Allocation ExampleMemory Allocation Example� � � � � � � � � � � � �� � � � � � �� �� � � � � � �� � � � � � �� � � � � � �� � � � � � �� �� � � � � � � �� � � � � �� �   �� � � � � ¡ � ¢ � ¡ � ¢ � ¡£ ¢ � ¡ � �� � � � ¤� ¥� ¤ ¤ ¦ §̈ �� � � � � © � ª� � � « � � � ¦ §¨ ¡ � ¬ « � ¥ ¥� � ¦ � � � � � § � � � � � � � � � �¡ � ¬ « � ¥ ¥� � ¦ � � � � § � � � � � � � � �¡ £ ¬ « � ¥ ¥� � ¦ � � � � � § � � � � � � � � � �¡ � ¬ « � ¥ ¥� � ¦ � � � � § � � � � � � � � ��� ­� « � ¡ � � � � ¤ � � �� « � � � ¤ ® ® ® � �ª
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Example AddressesExample Addresses¯° ± ² ³́ µ ¶ ¶ ¶ ¶ ·̧ ¹²º ³́ » ³ ³ µ » ³ ³ ¹²¼ ³́ ½ ³ ³ µ ½ ³ ³ ¹

Final ¾ ¿ À À Á · ³́ ½ ³ ³ ³ Â Ã ½ ³² ½ ³́ ¼ Ä ³ ½ ¿ Â ½ ³² Ã ³́ ¼ Ä ³ ½ ¿ »º ¹µ ° Å Á Æ Ç ³́ ¼ Ä ³ ½ ¿ » Ã ½µ È É Ê ¿ Ë Ë ¿ Å ³́ ¼ ¹ ³ ½ ¿ » Ã ³Ì Í É ° Ê ¿ Ë Ë ¿ Å ³́ ³ ¹ ³ ½ ¿ »¼ ³¾ ¿ È Æ Î Ï ³́ ³ ¹ ³ ½ ¹ » Â ¶Í ± ° À ° ± ± Î Ï ³́ ³ ¹ ³ ½ ¹ » Â ³

Initial ¾ ¿ À À Á · ³́ ³ ¹ ³ ½ ¹ ½ » ½
Ð Ñ

Ò Ñ
Ó Ñ

Ô Õ
Ö Õ

Õ Õ

Stack

DLLs

Text
Data

Heap

Heap

Õ Ô
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C operatorsC operators
Operators Associativity× Ø Ù Ú Û Ü Ý Þ ß à á á â ã ä åæ áç è é é Û Û é Û ê ë × á ì í ß Øî ä ï ß â à ã ä åæ á á â Þ ß à áê ð ñ Þ ß à á á â ã ä åæ áé Û Þ ß à á á â ã ä åæ áò ò Ü Ü Þ ß à á á â ã ä åæ áò òó Ü Üó Þ ß à á á â ã ä åæ áó ó çó Þ ß à á á â ã ä åæ áë Þ ß à á á â ã ä åæ áô Þ ß à á á â ã ä åæ áõ Þ ß à á á â ã ä åæ áë ë Þ ß à á á â ã ä åæ áõ õ Þ ß à á á â ã ä åæ áö ÷ ã ä åæ á á â Þ ß à áó éó Ûó êó ðó ñó ëó ôó çó ò ò ó Ü Üó ã ä åæ á á â Þ ß à áø Þ ß à á á â ã ä åæ á

Note: Unary ù , ú , and û  have higher precedence than binary forms
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C pointer declarationsC pointer declarationsü ý þ ÿ � p is a pointer to intü ý þ ÿ � �� � � p is an array[13] of pointer to intü ý þ ÿ � � �� � � � p is an array[13] of pointer to intü ý þ ÿ ÿ � p is a pointer to a pointer to an intü ý þ � ÿ � � �� � � p is a pointer to an array[13] of intü ý þ ÿ � � � f is a function returning a pointer to intü ý þ � ÿ � � � � f is a pointer to a function returning intü ý þ � ÿ � ÿ � � � � �� � � � � � f is a function returning ptr to an array[13]
of pointers to functions returning intü ý þ � ÿ � ÿ � � � � � � � � �	 � x is an array[3] of pointers  to functions 
returning pointers to array[5] of ints
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Internet Worm and IM WarInternet Worm and IM War
November, 1988November, 1988
 Internet Worm attacks thousands of Internet hosts.
 How did it happen?

July, 1999July, 1999
 Microsoft launches MSN Messenger (instant messaging
system).
 Messenger clients can access popular AOL Instant
Messaging Service (AIM) servers

AIM
server

AIM
client

AIM
client

MSN
client

MSN
server
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Internet Worm and IM War (cont.)Internet Worm and IM War (cont.)
August 1999August 1999� Mysteriously, Messenger clients can no longer access AIM

servers.� Microsoft and AOL begin the IM war:� AOL changes server to disallow Messenger clients� Microsoft makes changes to clients to defeat AOL ch anges.� At least 13 such skirmishes.� How did it happen?

The Internet Worm and AOL/Microsoft War were bothThe Internet Worm and AOL/Microsoft War were both
based on based on stack buffer overflowstack buffer overflow  exploits! exploits!� many Unix functions do not check argument sizes.� allows target buffers to overflow.
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String Library CodeString Library Code
 Implementation of Unix function �� � �� No way to specify limit on number of characters to read


 Similar problems with other Unix functions� � � � � � � : Copies string of arbitrary length� � � � � � , � � � � � � , � � � � � � , when given � �  conversion specification

�� �  � � � � ! � " � � # $ � � % ! � � �� & � � � "  � � ' � & � � � %  � � () ! � � � * "  � � ' (+� & � � � � * %  � � +, & ! -  ' � . * / 0 1 2 2 � . * 3 4 � 3 ( )� �5 5 * � +� * "  � � ' (+6� � * 3 47 3+�  � 8 � � %  � � +6
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Vulnerable Buffer CodeVulnerable Buffer Code

9 : ; < = 9 : > ?@ AB 9 : ; C >D E F AG = H ;B 9 : IJ D ?KG L M N > ?KB G ; OB : P KQ
RS T L M N U 9 :G S RV N 9 W G L M N > ?@ L M =B X O C YZ [K RS \ = F ; N N H < = ] ]̂ S RIG ; H > X O C ?KA O ; H > X O C ?KQ
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Buffer Overflow ExecutionsBuffer Overflow Executions_̀ a b c d ef g h i j k lm n op q r s t à uv w x yz { |_̀ a b c } ~� _ � �p � �m n op q r s t à uv w x y � ��p u �p̀ s q s a �̀ � q _ � s_̀ a b c } ~� _ � �p � �m n op q r s t à uv w x y � � � � ��p u �p̀ s q s a �̀ � q _ � s
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Buffer Overflow StackBuffer Overflow Stack

� � � � ��� � � � � � � � � � � � � � � � � � � � � � � �� � � � � � � �� � � � ��� � �  ¡ ¢� � � � � � £ � � � � � � � � � � � � � � � � � � ��� � � � � � � ¤ � � � � � � � � ¤� ¥ ¥ �  ¦ §¡ � � � � � � £ � � � � � � � � � � � � � � � � � � �� � � � ¦ ¨ © � � � �ª � � � � ¤ � « � � �� � � �� ¬ � � � � � � ¦ ¨�� � � � � � � ¤ � ­� � � �� ¬ � � � � � � �� � � � ® � � � � « � � � ® � � �¯̄̄
°± ² � � � ³́ � � ± °� �́ ¥ � � � � ©ªµ � � � ¶ �� ¬ · ¨ ¸¹ °± º � » � � � � � � � � ¼ ± °® � � � © �� ¬ª ¹� � � � © �� ¬ª ¹½Return Address

Saved ¾ ¿ À ÁÂÃ Ä ÂÅ Ä ÂÆ Ä ÂÇ Ä À È É ¾ ¿ À Á

Stack
Frame

for Ê Ë Ì Í

Stack
Frame

for ¿ Î Ï Ð
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Buffer
Overflow Stack
Example

Buffer
Overflow Stack
Example

Before call to ÑÒ Ó Ô

Õ Ö × Ø Ù ÚÛ Ü Ü Ý ÞÛ ß à áâ ãä å æ Ü ç ß è é ß ê ë áì í î ï ð ñò × Ö ó ô ï ó õ Ø ö õ ÷ ö ø ö ùâ ãä å æ ç Ý úì í î ï ð ñò × Ö ó ô û õ Ø ö õ ÷ ö ø ö ù × Ö î ü ýò â æâ ãä å æ þ ç ÿ ú � �� � � Ý ú � ÿ Ú ú ß Û � � � ß Ü þ� ô 	 õ Ø å 
 
 
 
 ö 
 öâ ãä å æ þ ç ÿ ú � �� � � � Ý ú � ÿ Ú ú ßÛ � � � ß Ü þ � � �� ù 	 õ Ø ö õ ÷ ö 
 ÷ä

ö õ ÷ ö 
 ÷ ö � ü ï � � ö õ ÷ ö ø � ü � î ü ýò Ùö õ ÷ ö 
 ÷ä � � ò � õ Ø 
 
 
 
 
 
 î ö â� î å ñ æ û � î å Ø � � ß � Ý ç ú � á ÿ ú �

Return Address

Saved � � � ��� � �� � � � �! � � " # � � � �

Stack
Frame

for $ % & '
Stack
Frame

for � ( ) * õ Ø å 
 
 
 
 öä öReturn Address

Saved � � � �� � � �� � � � � ! � � " #

Stack
Frame

for $ % & '

Stack
Frame

for � ( ) *� # # # # + # +! + ! , + - , ./ / / / / / / /
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Buffer Overflow Example #1Buffer Overflow Example #1

Before Call to 01 2 3 Input = “123”

No Problem

4 5 6 7 7 7 7 8 9 8Return Address

Saved : ; < =>? @ >A @ >B @ > 4 @ < C D

Stack
Frame

for E F G H
Stack
Frame

for ; I J K< D D D D L D LM L M N L O N P4 4 ? ? ? A ? BReturn Address

Saved : ; < =QR S QT S QU S Q M S < C D : ; < =
Stack
Frame

for E F G H
Stack
Frame

for ; I J K
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Buffer Overflow Stack Example #2Buffer Overflow Stack Example #2
Input = “12345”

V W X V Y Z [ \ ] _̀̂ a b c dV W X V Y Z e \ f g h h V W X V e b X i jk lk m n W d Y W o p q b m _V W X V Y Z V \ r s t W d u u u u u u b V v a b c ]w x a b c dV W X V Y Z c \ r s t a b c ] x a b _ ]V W X V Y Z y \ ] s ] a b c ] z { | } ~ � | � � � | � � � � � � � � � � � � � � |V W X V Y Z b \ � b m
� � � � code:

W d c u u u u V y VReturn Address

Saved � � � �� e � � [ � �� � � W � � � �
Stack
Frame

for � � � �

Stack
Frame

for � � � �� � � � W W e Y�   � ¡   ¢ ¡ £e X e e e [ e �Return Address

Saved � � � �¤¥ ¦ ¤§ ¦ ¤¨ ¦ ¤ � ¦ � � � � � � �

Stack
Frame

for � � � �

Stack
Frame

for � � � � Saved value of © � ª «  set
to ¬ ­ ª ® ® ® ¬ ¬̄ °

Bad news when later
attempt to restore © � ª «
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Buffer Overflow Stack Example #3Buffer Overflow Stack Example #3

Input = “12345678”

Return Address

Saved ± ² ³ ´µ¶ · µ¸ · µ¹ · µº · ³ » ¼ ± ² ³ ´

Stack
Frame

for ½ ¾ ¿ À

Stack
Frame

for ² Á Â Ã
Ä Å Æ Ä Ç Æ Ä È É Ê Ë Ë Ä Å Æ Ä Ì Í É Î Ï É Ð Ñ ÒÄ Å Æ Ä Ç Æ Ó È Ô Ñ Õ Å Ö × × × × × × Ï Ä ØÙ Ï Ú ÛÜ Ý Ù Ï Ú Ö Þ ß à á â ã ä å æ ç ä á

Å Ö Ú × × × × Ä Ó ÄReturn Address

Saved ± ² ³ ´èé ê èë ê èì ê è Å ê ³ » ¼

Stack
Frame

for ½ ¾ ¿ À

Stack
Frame

for ² Á Â Ãé Ä é Í é Ç é Ìº í º î í ï Å Åé Æ é é é ë é ì

Invalid address

No longer pointing to
desired return point

ð ñ ò ó  and return
address corrupted
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Malicious Use of Buffer OverflowMalicious Use of Buffer Overflow

ô Input string contains byte representation of execut able codeô Overwrite return address with address of bufferô When õ ö ÷ ø ù  executes ÷ ú û , will jump to exploit code

ü ý þ ÿ õ ö ÷ ø ù �� � ö ÷ õ � � �� � �	
 ú û � ø õ � � ù	� � �

ü ý þ ÿ � ý ý ø ù �õ ö ÷ ø ù	� � �


Stack
after call to �� � � � �

B

return
address

A

foo stack frame

bar stack frame

B

exploit
code

pad

data
written

by
 ú û � ø ù
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Exploits Based on Buffer OverflowsExploits Based on Buffer Overflows
Buffer overflow bugs allow remote machines to execu teBuffer overflow bugs allow remote machines to execu te

arbitrary code on victim machines.arbitrary code on victim machines.

Internet wormInternet worm� Early versions of the finger server (fingerd) used �� � � � �  to
read the argument sent by the client:� � � � � ! " ! # $ %& ' (& ) * ( " *� Worm attacked fingerd server by sending phony argument:� � � � � ! + , -. # � /0 & # " -1 " " � � � �  2 0 !  / * ! � 0 1 " " !  ' '3� exploit code: executed a root shell on the victim m achine with a

direct TCP connection to the attacker.
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Exploits Based on Buffer OverflowsExploits Based on Buffer Overflows
Buffer overflow bugs allow remote machines to execu teBuffer overflow bugs allow remote machines to execu te

arbitrary code on victim machines.arbitrary code on victim machines.

IM WarIM War4 AOL exploited existing buffer overflow bug in AIM c lients4 exploit code: returned 4-byte signature (the bytes at some
location in the AIM client) to server.4 When Microsoft changed code to match signature, AOL
changed signature location.
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5 6 7 8 9 : 8 ; <= = > ? @ = A A A = = 9 B C 9 D E F C E C C GH 5 I J5 6 7 8 9 : 8 ; <= = > ? @ = A A A = = 9 B C 9 D E F C E C C GH 5 I JK L M N 9 H O P Q R ? S T P U @VK L M N 9 H O P Q R ? S T P U @V W O P Q X ? S T P U @W O P Q X ? S T P U @Y Z 6 O M M [ S M N \Y Z 6 O M M [ S M N \] ? X ^ 8 S 7 9 > _̀ 8 a W Q M P 7 P U @ X ? b b 8 L M c 8 L L ? U X ? @ P U 7 O 8 P L M d U e M b 7 d 6 L 8 f] ? X ^ 8 S 7 9 > _̀ 8 a W Q M P 7 P U @ X ? b b 8 L M c 8 L L ? U X ? @ P U 7 O 8 P L M d U e M b 7 d 6 L 8 fI M 9I M 9 L N eL N eYY W O 6 L Q 6 WW O 6 L Q 6 W [ S M N[ S M Ng L [ ] N P 7 O <g L [ ] N P 7 O <h 6 N d L P 7 P U @ Z M ? X 8 S 6 ? e 8 h O 6 c 8 ; P e S M c 8 L 8 ; e M N 8 7 O P U @ 7 O 6 7 h 7 O P U T Z M ?h 6 N d L P 7 P U @ Z M ? X 8 S 6 ? e 8 h O 6 c 8 ; P e S M c 8 L 8 ; e M N 8 7 O P U @ 7 O 6 7 h 7 O P U T Z M ?N P @ O 7 b P U ; P U 7 8 L 8 e 7 P U @ X 8 S 6 ? e 8 Z M ? 6 L 8 6 U h U 7 8 L U 8 7 e 8 S ? L P 7 Z 8 a W 8 L 7 d P 7 ON P @ O 7 b P U ; P U 7 8 L 8 e 7 P U @ X 8 S 6 ? e 8 Z M ? 6 L 8 6 U h U 7 8 L U 8 7 e 8 S ? L P 7 Z 8 a W 8 L 7 d P 7 O8 a W 8 L P 8 U S 8 P U 7 O P e 6 L 8 6 [ h O 6 c 8 6 Q e M 7 L P 8 ; 7 M S M U 7 6 S 7 > _̀ X ? 7 L 8 S 8 P c 8 ;8 a W 8 L P 8 U S 8 P U 7 O P e 6 L 8 6 [ h O 6 c 8 6 Q e M 7 L P 8 ; 7 M S M U 7 6 S 7 > _̀ X ? 7 L 8 S 8 P c 8 ;U M L 8 e W M U e 8 [U M L 8 e W M U e 8 [h 6 N 6 ; 8 c 8 Q M W 8 L d O M O 6 e X 8 8 U d M L T P U @ M U 6 L 8 c M Q ? 7 P M U 6 L Z U 8 d P U e 7 6 U 7h 6 N 6 ; 8 c 8 Q M W 8 L d O M O 6 e X 8 8 U d M L T P U @ M U 6 L 8 c M Q ? 7 P M U 6 L Z U 8 d P U e 7 6 U 7N 8 e e 6 @ P U @ S Q P 8 U 7 7 O 6 7 e O M ? Q ; X 8 L 8 Q 8 6 e 8 ; Q 6 7 8 L 7 O P e Z 8 6 L [N 8 e e 6 @ P U @ S Q P 8 U 7 7 O 6 7 e O M ? Q ; X 8 L 8 Q 8 6 e 8 ; Q 6 7 8 L 7 O P e Z 8 6 L [[ [ [[ [ [h 7 6 W W 8 6 L e 7 O 6 7 7 O 8 > h g S Q P 8 U 7 O 6 e 6 X ? b b 8 L M c 8 L L ? U X ? @ [ R Z P 7 e 8 Q bh 7 6 W W 8 6 L e 7 O 6 7 7 O 8 > h g S Q P 8 U 7 O 6 e 6 X ? b b 8 L M c 8 L L ? U X ? @ [ R Z P 7 e 8 Q b7 O P e N P @ O 7 U M 7 X 8 7 O 8 8 U ; M b 7 O 8 d M L Q ; < 6 e g ] e ? L 8 Q Z O 6 e O 6 ; P 7 e e O 6 L 8 [7 O P e N P @ O 7 U M 7 X 8 7 O 8 8 U ; M b 7 O 8 d M L Q ; < 6 e g ] e ? L 8 Q Z O 6 e O 6 ; P 7 e e O 6 L 8 [R ? 7 > _̀ P e U M d i 8 a W Q M P 7 P U @ 7 O 8 P L M d U X ? b b 8 L M c 8 L L ? U X ? @ i 7 M O 8 Q W P UR ? 7 > _̀ P e U M d i 8 a W Q M P 7 P U @ 7 O 8 P L M d U X ? b b 8 L M c 8 L L ? U X ? @ i 7 M O 8 Q W P UP 7 e 8 b b M L 7 e 7 M X Q M S T g ] h U e 7 6 U 7 g 8 e e 8 U @ 8 L [P 7 e 8 b b M L 7 e 7 M X Q M S T g ] h U e 7 6 U 7 g 8 e e 8 U @ 8 L [[ [ [ [[ [ [ [] P U S 8 Z M ? O 6 c 8 e P @ U P b P S 6 U 7 S L 8 ; P X P Q P 7 Z d P 7 O 7 O 8 W L 8 e e h O M W 8 7 O 6 7 Z M ?] P U S 8 Z M ? O 6 c 8 e P @ U P b P S 6 U 7 S L 8 ; P X P Q P 7 Z d P 7 O 7 O 8 W L 8 e e h O M W 8 7 O 6 7 Z M ?S 6 U ? e 8 7 O P e P U b M L N 6 7 P M U 7 M O 8 Q W P U b M L N W 8 M W Q 8 7 O 6 7 X 8 O P U ; > _̀ j eS 6 U ? e 8 7 O P e P U b M L N 6 7 P M U 7 M O 8 Q W P U b M L N W 8 M W Q 8 7 O 6 7 X 8 O P U ; > _̀ j eb L P 8 U ; Q Z 8 a 7 8 L P M L 7 O 8 Z 6 L 8 U 8 b 6 L P M ? e Q Z S M N W L M N P e P U @ W 8 M W Q 8 ej e 8 S ? L P 7 Z [b L P 8 U ; Q Z 8 a 7 8 L P M L 7 O 8 Z 6 L 8 U 8 b 6 L P M ? e Q Z S M N W L M N P e P U @ W 8 M W Q 8 ej e 8 S ? L P 7 Z [] P U S 8 L 8 Q Z <] P U S 8 L 8 Q Z <H O P Q R ? S T P U @H O P Q R ? S T P U @K M ? U ; 8 L < R ? S T P U @ k M U e ? Q 7 P U @K M ? U ; 8 L < R ? S T P U @ k M U e ? Q 7 P U @W O P Q X ? S T P U @W O P Q X ? S T P U @Y Z 6 O M M [ S M NY Z 6 O M M [ S M N It was later determined that this email
originated from within Microsoft!
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Code Red WormCode Red Worm

HistoryHistoryl June 18, 2001.  Microsoft announces buffer overflow
vulnerability in IIS Internet serverl July 19, 2001. over 250,000 machines infected by ne w virus
in 9 hoursl White house must change its IP address.  Pentagon shut
down public WWW servers for day
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Code Red Exploit CodeCode Red Exploit Code� Starts 100 threads running� Spread self� Generate random IP addresses & send attack string� Between 1st & 19th of month� Attack www.whitehouse.gov� Send 98,304 packets; sleep for 4-1/2 hours; repeat
» Denial of service attack� Between 21st & 27th of month� Deface server’s home page� After waiting 2 hours
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Code Red EffectsCode Red Effects

Later Version Even More MaliciousLater Version Even More Malicious� Code Red II� As of April, 2002, over 18,000 machines infected� Still spreading

Paved Way for NIMDAPaved Way for NIMDA� Variety of propagation methods� One was to exploit vulnerabilities left behind by C ode Red II
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Avoiding Overflow VulnerabilityAvoiding Overflow Vulnerability

Use Library Routines that Limit String LengthsUse Library Routines that Limit String Lengths� � �� � �  instead of � � � �� strncpy instead of � � � � � �� Don’t use � � � � �  with � �  conversion specification� Use � � � � �  to read the string

�  ¡ ¢ £ ¤ ¥ ¦ §̈   �© ¤ ¦ ª̈ ¢ £ ¤ « ¬­ ¢ £ ®̄ ° ± ² ³´ µ¶ �   · ® ¸ ¹ ¤ ¤ º » ® ¼ ¼ ½   �² ¾ ¹̈ º « ° ± ² ¿ ´ ¿ º ¹ ª ¦ § ¬¶À ± ¹ º « ° ± ² ¬¶Á
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IA32 Floating PointIA32 Floating Point

HistoryHistoryÂ 8086: first computer to implement IEEE FPÃ separate 8087 FPU (floating point unit)Â 486: merged FPU and Integer Unit onto one
chip

SummarySummaryÂ Hardware to add, multiply, and divideÂ Floating point data registersÂ Various control & status registers

Floating Point FormatsFloating Point FormatsÂ single precision (C Ä Å Æ Ç È ): 32 bitsÂ double precision (C É Æ Ê Ë Å Ì ): 64 bitsÂ extended precision (C Å Æ Í Î É Æ Ê Ë Å Ì ): 80 bits

Instruction
decoder and
sequencer

FPU
Integer

Unit

Memory
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FPU Data Register StackFPU Data Register Stack

FPU register format (extended precision)FPU register format (extended precision)

s exp frac
063647879

FPU registersFPU registersÏ 8 registersÏ Logically forms shallow
stackÏ Top called Ð Ñ Ò ÓÔ ÕÏ When push too many,
bottom values disappear

stack grows down

“Top” Ö × Ø ÙÚ ÛÖ × Ø ÙÜ ÛÖ × Ø ÙÝ ÛÖ × Ø ÙÞ Û
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FPU instructionsFPU instructions

Large number of floating point instructions and for matsLarge number of floating point instructions and for matsß ~50 basic instruction typesß load, store, add, multiplyß sin, cos, tan, arctan, and log!

Sample instructions:Sample instructions:

Instruction Effect Descriptionà á â ã push 0.0 Load zeroà á â ä å â â æ push M[ å â â æ ] Load single precision realà ç è á ä å â â æ é ä ê ëì í îï é ä ê ëì íð M[ å â â æ ] Multiplyà ñ â â ò é ä ê ëó í îï é ä ê ëì íô é ä ê ëó íõ òö ò Add and pop
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Floating Point Code ExampleFloating Point Code Example
Compute Inner ProductCompute Inner Product

of Two Vectorsof Two Vectors÷ Single precision
arithmetic÷ Common computationø ù ú û ü ý þ ø ÿ ø ù ú û ü � � � �ø ù ú û ü � � � �ý � ü � �� ý � ü ý �ø ù ú û ü 	 
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Inner Product Stack TraceInner Product Stack Trace

1. a b c d e f e g h i jk l

2. a b c h j g m n o p g m q o pr le f e g h i js lt u e v g h i jk l

3. a w x b h j g m y o p g m q o pr le f e g h i js lt u e vz { u e v g h i jk l
4. a q c c |e f e} t u e vz { u e v g h i jk l

5. a b c h j g m n o p g m q o pr lt u e vz { u e v g h i js lt u~ v g h i jk l

6. a w x b h j g m y o p g m q o pr lt u e vz { u e v g h i js lt u ~ vz { u~ v g h i jk l

7. a q c c | g h i j k lt u e vz { u e v} t u~ vz { u~ v

Initialization

Iteration 0 Iteration 1
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Final ObservationsFinal Observations

Memory LayoutMemory Layout� OS/machine dependent (including kernel version)� Basic partitioning: stack/data/text/heap/DLL found in most
machines

Type Declarations in CType Declarations in C� Notation obscure, but very systematic

Working with Strange CodeWorking with Strange Code� Important to analyze nonstandard cases� E.g., what happens when stack corrupted due to buff er overflow� Helps to step through with GDB

IA32 Floating PointIA32 Floating Point� Strange “shallow stack” architecture


