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In recent years, the web has 
become more and more popular

General information (wikipedia, etc)
Corporate information (apple iphone, 
political  campaigns, etc)
Shopping (amazon, mp3s, travel, etc) 

For most people, search is now 
the main entry point to the web

But people don't look past 
the first page of results
 
People click the first result twice as 
often as the second

Source: Joachims et al. 2005

So, if you want people to find 
your page, having a high rank 
in search results is important
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A quick history 
of web search ranking:

Tf.Idf
In-link counting
PageRank / HITS

We'll talk a little about each

Tf.Idf

Term frequency . inverse document frequency
IDF is the log of the percentage of documents that 
contain the term 
Used for ranking documents relative to a query

 
 
 
 
 
 
 
 
  

The number of times a query term appears in a 
document, times the rarity of that term in the 
collection 

Tf.Idf is easy to attack

Cheap Flights from Sydney to London 

 
Cheap Flights from Sydney to London 
cheap flights cheap flights cheap flights 
cheap flights cheap flights cheap flights



In-link counting

Each link to a page could be a "vote" for that page
Sometimes called in-degree counting or link 
voting
Query-independent
Lycos did this in 1996

 
 

Sites can cheat at 
in-link counting too

PageRank Cheating at PageRank

 



Web Spam

“any deliberate action that is meant to         trigger 
an unjustifiably favorable
     relevance or importance for some 
     web page, considering the page’s 
     true value”

- Web Spam Taxonomy (Z. Gyöngyi, H. Garcia-Molina, 2005) 

Web spam is bad for a search engine

Result quality degrades
Index size increases
Response time increases
Crawlers can get lost in spam

Web Spam vs SEO

Web Spam: 
Deliberately taking advantage of the way a search 
engine works to increase search ranking

Usually at the expense of content
Sometimes no real content at all! 

 
Search Engine Optimisation:  
Altering a page to make it more accessible to a 
search engine 

Not at the expense of content
Often helps users when they visit a page

Examples of web spam

Google webmaster guidelines advise against
Hidden text and links
"Cloaking" pages
Filling pages with keywords 
Duplicating content
Meaningless link exchanges

If sites are caught by a search engine
They can be removed from the index 
This is very bad for the site! 



Examples of SEO

Search engines are just machines
They can't read everything (little flash, JavaScript, etc) 
Making sure link text is descriptive

"campus map" instead of "click here for map"
Making sure the right HTML tags are used 

H1 tags for headers, p tags for paragraphs, etc
Making sure pages have meaningful titles
Get links from other sites related to your site

Most search engine optimisation is just good site 
design anyway

Let's have a look at some pages

 

More spam Adversarial Information Retrieval

Detection and removal of web spam
Developing hard to abuse ranking schemes
Detecting automated queries
Detecting click fraud

Pretty much anything 
where someone is trying to 
abuse an IR system. 
It's a cool field! 



Some examples of AIR research

Optimal attack for PageRank (Adali et al , 2005)
Detecting spam pages by content (Ntoulas et al,  
2006) 
Detecting spam pages by links (Wu, Davison, 2006) 

TrustRank (Gyöngyi et al , 2005) 
Detecting cloaking (Wu, Davison, 2005)

 
 

Cloaking

What is cloaking?
  
    Sending different pages when a human visits a URL, 
    and when a search engine crawler visits that same URL

Why?

    So that users don't spot the spam content

How does it work?

    Detecting the "user agent" of the browser
    Detecting the IP address of the visitor 

Cloaking detection

Download two copies of the page

    One from a browser
    One from a crawler

And then compare them.

Why might this not work very well?

A better way to detect cloaking

Browser 1

Browser 2 Crawler 2

Crawler 1

Download four copies of a page

(Wu and Davison, 2004)



Detecting PageRank cheating

TrustRank (Gyongyi et al , 2004)

Here's an experiment I did

 

It had some surprising results Some problems:

Search result quality was bad (many unanswerable queries) 

Not enough judgements in >5 spam pages present

Perhaps only a few users care about spam, 
    but they may care more when there's more spam
    And we couldn't see this from the experiment 
 
A question not answered:
 
How much does having more spam pages present in the 
results affect user preference?
 
  



Another experiment:

How much does having more spam pages present in the 
results affect user preference?
 
 SPAM #2

Yahoo #2
Yahoo #4
Yahoo #6
Yahoo #8
Yahoo #9
...

SPAM #1
Yahoo #1
SPAM #3
Yahoo #3
SPAM #4
Yahoo #5
...

 

 

Shameless plug

I'm running an experiment at the moment

it's at:

http://retrieval.anu.edu.au/pub/

It takes about 30 minutes, and we'll give you a 
Dendy movie ticket for your time!

In summary

High rank in search is important for e-commerce 
Search ranking has had to change because of 
cheating

It might never be perfect
Cheating and optimising are not the same

Web spam vs SEO
Adversarial IR research

to detect spam
to prevent spam from affecting results
to improve search quality


