COMP8130 (2008)

Verification and Validation

ASSIGNMENT 2

Presentation and Paper
In groups of three, develop a 10 – 15 minute presentation on your given topic (topics are provided at the Annex).

Present your material in a paper of no more than 10 pages.  Use feedback from your presentation to refine your paper.

DELIVERY

Your presentation will be provided in class on 26 May 2008.  Assessment of the presentations will be assisted by 4130 students.  Material presented will be assessable in the final examination. 

Your written paper should be emailed to me in electronic format (preferably ‘pdf’) at adrian@capstoneblack.com.  The email subject is to be “COMP8130 Assignment 2 Submission”.  The paper is to include names and student numbers for all members of the group.

If you do not have access to tools that enable the creation of ‘pdf’ then ‘Word’ or Open Office format is OK.

Fonts shall be limited to “Helvetica”/”Arial” and “Times (New) Roman” with heading fonts to be no smaller than 12 point and normal body text to be no smaller than 10 point.  Margins shall be no narrower than 1.0 cm.  Diagrams are permitted but must be readable without the aid of magnification.

This written paper should be submitted by 02 June 2008.

Annex:  Assignment topics.

1.
Exploratory Testing

1.
Define Exploratory Testing.

2.
Discuss the approach of Pair testing in exploratory testing.

3.
Discuss how exploratory testing can be planned, monitored and reported.

4.
Discuss the skill-set of the “tester” required to conduct exploratory testing.

5.
Discuss how defects are identified in the absence of known requirements.

6.
Identify applicable uses for Exploratory Testing.

7.
Is there a place for exploratory testing when requirements are well defined?

8.
Are there any issues with Exploratory Testing?  

References:  James Bach, Cem Kaner

2.
Unit Testing

1.
Define Unit Testing.

2.
Identify a range methodologies for unit testing.

3.
Discuss code coverage methodologies in unit testing.

4.
Discuss appropriate metrics for unit testing.

5.
Discuss automation for unit testing, and the advantages and disadvantages of automation at this level.

6.
Discuss appropriate test environments for unit testing and contrast these to test environments at higher levels of testing.

7.
Discuss what might be appropriate records for unit testing.

8.
Identify the appropriate skill-set of the unit “tester”.

9.
Consider the independence of the tester and conclude whether independence at this level is achievable or not.

3.
Usability Testing

1.
Define usability testing.

2.
Discuss approaches to measure “usability” in testing.

3.
Discuss the test environments that can be used in usability testing.  Consider how these are used to measure “usability”.

4.
Should usability testing be scripted or unscripted? Provide arguments for both positions.

5.
Identify and present some usability test laboratories.

6.
Discuss the selection of an applicable user audience and how to engage such people.

7.
Discuss system compatibility issues (eg operating system, browser, java configurations) with usability testing.

4.
Use Case Testing

1. Define use case requirements.

2. Identify how a requirement review process can be used to identify alternate cases.  Identify the appropriate review participants.

3. Identify methods of developing acceptance test cases from use cases.

4. Identify any automation tools that can be used to manage requirement traceability.  Identify if there are any automation tools that can automatically generate test cases.

5. Identify a range of typical non-functional requirements and discuss how these are covered in use case testing, or how these can be included in use case testing.

6. Having considered the methods and tools available, and the need for inclusion of non-functional requirements, discuss the advantages and disadvantages of test case design and management in using use cases for testing.

5.
Performance Testing

1. Identify typical performance requirements that require verification and what types of systems that would include these requirements.

2. Discuss a range of performance tests for each of these requirements.

3. Discuss the application of stress testing in performance testing.  Discuss how “stress” levels may be defined and what would constitute a failure when under “stress”.

4. Identify what commercial test tools are available for performance testing.

5. Discuss the test environments used in performance testing and if these would typically differ from other acceptance testing activities.  Identify any limitations that a production environment may have in performance testing and how a dedicated performance test environment can overcome these limitations.  Discuss also what issues arise from differences between a performance environment and a production environment.

6. What issues are evident in defining and using test data when there is a need to replicate production (real) data?

6.
Regression Testing

1. Provide a definition for Regression testing.

2. Discuss the application of regression testing in the development cycle (consider regression testing across all levels of testing.

3. Discuss approaches to determine what extent of regression testing is applicable.

4. Consider metrics that can provide a measure of system stability between software builds and discuss how these can be used in regression testing.  Discuss the limitations of such a measure (consider the difficulties in determining if a new issue was introduced in a software build or was a pre-existing (undiscovered) issue.

5. Discuss the use of test automation in regression testing.

6. Should regression testing only be limited to a repeat of existing tests, or are there instances where additional testing is required?

.

7.
Test Tools

1.
Identify the types of test tools commercially available for testing applications including (but not limited to) test management tools, unit test tools, performance test tools, and test automation tools and their relative advantages and disadvantages.

2.
Identify issues associated with internal development of test tools and verification of these tools.

8.
User Acceptance Testing

1.
Provide a definition for user acceptance testing.

2.
Describe a range of user acceptance test activities.

2.
Discuss the use of structured and unstructured freeplay testing and identify advantages and disadvantages of each.

3.
Discuss issues with the management of user acceptance testing, including skills, experience and availability of the users.  Identify the “typical” user acceptance “tester” and contrast this with the “ideal” tester.  Why is it not possible to have the “ideal” tester.

9.
When to stop testing

1.
Describe some methodologies for deciding when testing could be stopped with an acceptable level of risk to release the product.  Consider the use of the following test metrics in determining test completeness:

Code coverage;

Code complexity measures;

Test cases completed;

Test cases passed;

Test cases failed;

Test cases not tested;

open defects;

closed defects;

rate of raising defects;

rate of closing defect.

2.
Discuss approaches to managing the acceptance risk in time-to-market critical systems and safety critical systems.  Consider the following in your discussion.

One of the issues with determining the risk of release is understanding what is not being tested.  This assumes that the totality of testing can be described and understood.  Discuss the issues with describing the totality of testing.

Another issue in understanding the risk of release is having a way to predict the likelihood of determining the likelihood of defects existing in what is not being tested.  Discuss this issue and provide possible solutions.

Describe how metrics can help in provide some assessment in defining this risk, and discuss the difficulties in providing these predictions.

10.
Compatibility Testing

1.
Discuss approaches to compatibility/interoperability testing for applications that can run on a range of operating systems and software versions.

2.
Discuss how to manage appropriate amounts of testing on different system configurations. Consider the use of lessons learnt (or bodies of knowledge) in the management of appropriate testing.

3.
Discuss how this testing fits into the suite of testing.

4.
Discuss how to mange a compatibility test environment and determining appropriate configurations to test (consider limiting configurations and determining most popular system configurations).

3.
Discuss certification testing for applications running on particular operating systems.

11.
Test Environments

1.
Discuss the development and management of test environments.

2.
Consider how many environments may be required through the development lifecycle and appropriate environment management at each level.

3.
Discuss how to manage differences in test environments from development through to test, acceptance, and production environments.

4.
Discuss issues associated with not being able to replicate the operational (production) environment.

5.
Discuss potential issues that arise from testing with real production data and non-production data.  Consider privacy issues, volumes of data, and the potential need to control the data for specific testing needs. 

12.
Test Process Improvement

1.
Discuss the approach and benefits of providing Test Process improvement for projects/organisations.

2.
Discuss methods of assessing the Test Maturity of a project/organisation.

· Consider various maturity levels such as:

· uncontrolled, 

· controlled, 

· efficient; and 

· optimising.

· Consider a range of test process areas such as:

· Test strategy, 

· Estimating and planning, 

· Test specification techniques, 

· Metrics, 

· Test automation, 

· Test environment, 

· Reporting, 

· Defect management, and 

· Test process management. 

Where possible, identify which areas are more applicable to lower testing maturity levels, and which can only be considered as the maturity level increases.

13.
Security Testing

1. Define Penetration Testing

2. Identify why penetration testing is conducted
3. Identify strategies/methods and approached to Penetration Testing.

4. Define Vulnerability Testing

5. Identify why Vulnerability Testing is conducted

6. Identify strategies/methods and approached to Penetration Testing

