Project I
Project Title: Knowledge Discovery Tool for Honeypot Data
Appropriate Courses: COMP6703 (eSci), COMP8760 (CSci), COMP8740 (AI),  COMP8770 (eSci), COMP8790 (SE), 
Client/Supervisor: Dr Warren Jin
Duration: One semester or two semesters in 2008
Keywords: Data Mining, Internet security, intrusion
Technical Difficulty Level: low 

Conceptual Difficulty Level: low

The Internet has evolved into a platform for all kinds of security-sensitive services and applications. For example, online banking and payment have become part of today's way of life. The Internet security has been becoming more and more important as Cyber attacks have significantly increased in volume, coordination and sophistication due to the spread of worms and botnets. A botnet is a large collection of compromised machines under a common Command-and-Control infrastructure, typically used for nefarious purposes. Botnets are used in a variety of online crimes such as attacks, spam, click fraud and identity theft. Botmasters providing Botnet services for rent, have resulted in Botnets becoming a sophisticated tool for committing online crime in recent years. A honeypot is a computer trap specifically designed to attract and detect malicious attacks, in particular botnet attacks. For example, the Leurre.com and the SGNet honeypots are distributed over 30 countries and they have collected hundreds of gigabytes of Internet malicious traffics.  

This project, as a part of DSTO-NICTA joint honeypot project, is to implement or improve data mining tools for discovering actionable knowledge from data collected by the Leurre.com and the SGNet honeypots. The actionable knowledge, such as emerging viruses, attack trends, attack signatures or hot spots, is useful for proactive security, such as Internet intrusion prevention. 
Participants will go through a complete software development procedure. The participants will have the opportunity to get hands-on experience with some of the latest technologies, such as data mining and honeypot. The participants will experience the work environment in both ANU and NICTA, under supervision of Dr Warren Jin. Each student participant may receive stipend for living expenses up to $1500 per semester depending on the contribution to the project.
Student participant should have excellent programming skills in Java, C++, Python or MatLab. Experience of networking or Internet security or database is useful. Knowledge of data mining, machine learning or statistics is an advantage, but not necessary.
Please feel free to contact Dr Warren Jin (Huidong.Jin@nicta.com.au) for further information.
Project II

Project Title: Exploratory Analysis of Large Complicated Data Streams

Appropriate Courses: COMP8760 (CSci), COMP8740 (AI),  COMP8770 (eSci), COMP8790 (SE), COMP6703 (eSci).
Client/Supervisor: Dr Warren Jin
Duration: One semester or two semesters in 2008
Keywords: Data stream mining, exploratory analysis

Technical Difficulty Level: low 

Conceptual Difficulty Level: Moderate

Owing to the rapid progress on data collection and advanced database system technologies and World Wide Web, various complicated data has been explosively growing. There are lot of examples of data streams. For example, a satellite-mounted remote sensor is generating data constantly. World-wide distributed honeypots are collecting malicious Internet traffic data every second in order to monitor the spread of worms and botnets. These data streams are massive (e.g., the Leurre.com and the SGNet honeypots are collecting hundreds of megabytes data over 30 countries every day), temporally ordered, rapidly evolving, various types of attributes (e.g., continuous, categorical, string) and potentially infinite. Mining data streams is one of very important real-world data mining tasks.
This project is to implement, or develop or evaluate exploratory data analysis techniques on complicated data streams. The exploratory techniques might be stream visualisation, association analysis or outlier detection. The project will take into account of mixed data attributes such as continuous (e.g., packet length), categorical (e.g., TCP or not) and sequential (e.g., payload strings) attributes. For example, we,  NICTA researchers and PhD students, are developing scalable online outlier detection techniques, which would be used to detect rare but interesting abnormal events within data streams. 
Participants will have the opportunity to get hands-on experience on some latest technologies like stream mining. The participants will get involved with use-inspired research in order to solve real-world challenges. They will experience the work environment in both ANU and NICTA, under supervision of Dr Warren Jin on a day-to-day basis. Each student participant may receive stipend for living expenses up to $1500 per semester based on merit.
Interested students should have good programming skills in C++, MatLab or R. Experience of databases or data analysis or intelligent computing is useful. Good understanding of data mining or machine learning or visualisation or algorithm is an advantage, but not necessary.
Please feel free to contact Dr Warren Jin (Huidong.Jin@nicta.com.au) for further information.

Project III

Project Title: Intelligent Population Projection for Better Land Planning

Appropriate Courses: COMP6703 (eSci), COMP8740 (AI),  COMP8770 (eSci), COMP8790 (SE)
Status: in progress 

Client/Supervisors: Dr Warren Jin and Dr. Yongxiang Xia

Duration: First semester in 2008
Keywords: Data mining, statistical machine learning
Technical Difficulty Level: Moderate
Conceptual Difficulty Level: Moderate
Population projection is to compute, given certain assumptions about future trends, future changes in population sizes for specific areas, say, states or cities. Population projection is very important. For example, population sizes are a prerequisite for ensuring an adequate and appropriate supply of land for sustainable city development, as the development is supported by the timely delivery of commercial land, dwelling land, infrastructure and community facilities. Collaborating with the ACT Planning and Land Authority (ACTPLA), NICTA has developed a stratified hidden Markov model to compute population sizes for existing suburbs. It performs quite well in terms of data independency, output flexibility and projection accuracy.  NICTA also has developed a stand-alone population project tool for existing suburbs in Canberra.

This project aims to extend these population projection techniques for new suburbs and/or then embed these techniques in the intelligent land planning tool. Besides population sizes, the tool may take into account of a lot of economic, social and political factors. The participant will learn to solve real-world problems using various data mining or machine learning techniques, such as classification, clustering. He/she will also learn to handle uncertain information for decision making. He/she will experience how a tool is developed within a research organisation like NICTA/ANU and delivered to external clients. 

The project requires good programming skills in Java, Matlab or C++. Some familiarity with elementary statistics is useful. Knowledge of temporal data analysis techniques is an advantage, but not strictly necessary. Supervision will be provided on a day-to-day basis by Dr. Warren Jin and Dr Yongxiang Xia. 

Successful applicant might receive stipend for living expense up to $1000 depending on the project progress.

Contact: Warren Jin (Huidong.Jin@nicta.com.au) or Yongxiang Xia (Yongxiang.Xia@nicta.com.au) 

Project IV

Title: Traffic modelling and analysis on Transportation Networks
Duration: First semester, 2008

Appropriate Course: COMP8740(AI)

Status: in progress

Supervisor: Dr. Yongxiang Xia (yongxiang.xia@nicta.com.au)

Research Areas: Networks, Data mining
Technical Difficulty Level: Moderate

Conceptual Difficulty Level: High
This project aims to model and analyse the traffic performance of transportation networks. It forms an important part of our project collaborated with ACT Planning and Land Authority (ACTPLA). The transportation network is crucial for the safety and convenience of a society. The traffic on the transportation network is a result of complex interactions among many factors including user behaviours, road conditions, population growth, distributions of work places and other facilities and services, etc. Under this condition, How to model and evaluate the traffic and thus provide guidelines for future infrastructure development are of great challenge. 

Possible directions include: 

1. To find patterns from traffic data and build traffic models considering various factors;

2. To analyse traffic congestion and find strategies to control it;

3. To predict future traffic condition and provide guideline for future road construction.

The project requires good programming skill in Java, Matlab or C++. Familiarity with graph theory and statistics is preferred. Successful applicant might receive stipend for living expense up to $1000 depending on the project progress.
Contact: Yongxiang Xia (yongxiang.xia@nicta.com.au)

Project V

Title: Intelligent Modeling of Environmental Information on Spatial Data
Supervisor: Dr. Li Cheng (li.cheng@nicta.com.au)
Research area: Machine Learning, GIS
Analysis of spatial information in natural resources management is crucial to support a decision making process. With the advent of technologies to acquire spatial data, analysis of data from multiple sources becomes increasingly important. Nevertheless it remains a challenging research area, as those technologies will produce different aspects or different resolutions for the same spatial area. Moreover, evidence of an area may vary over the time and experts' opinions might be different. Recently Australian Bureau of Rural Science (BRS) has developed a software package known as multi criteria analysis shell for spatial decision support (MCAS-S). 

This NICTA-BRS research project aims to incorporate novel machine learning/pattern recognition algorithms into MCAS-S to allow intelligent modeling of spatial data. We are looking for an enthusiasm programmer to work on this project and conduct cutting-edge research work. Successful applicant might receive a scholarship of $1000 depending on the project outcome.

The essential requirements for Applicants are

1. good programming skill

2. proficiency with c++ and be able to work in the VC/C#/.Net platform

3. necessary computer science background in data structure and algorithms

It would be beneficial if the applicants have good understanding of

basic linear algebra and statistics, experience in image processing as well as some  research experiences in the past.
Contact: Dr. Li Cheng
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