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Abstract

There are many kinds of ways to do binary exploitation on the re-
mote machine. The most common way is using overflow method.
Either stack overflow or heap overflow needs the pieces of informa-
tion from memory such as libc address to construct the payload. In
modern Linux executables, there are multiple security mechanisms
to prevent the attacker from knowing the exact address of each sec-
tion. Therefore, we want to utilize Meltdown [1] exploit to leak
the information we want. By using Meltdown exploit, we can, in
theory, dump a full copy of memory from the victim machine. We
can then use memory forensics framework to analyze and find the
pivotal address we need.

Introduction

In the field of binary exploitation, one of the conventional tech-
niques is the stack overflow. In the early period, the stack is exe-
cutable. We can prepare a shellcode on the stack and use overflow
to replace the return address. This method allows us to execute arbi-
trary code on the stack. Later, NX protection and canary protection
[2] is used to avoid this issue. However, the attackers perform an
advanced technique called ROP (Return-oriented programming).
ROP allows the attacker to execute code by using the machine in-

struction sequences that are already present in the memory. One
of the application is the return-into-library technique [3]. The at-
tacker can choose an available library function such as system from
libc. Under the protection of ASLR (Address Space Layout Ran-
domization) [4], the address space of crucial data areas of a process
are randomly arranged, including the positions of the stack, heap,
and libraries. The precondition of choosing library function is to
know the base address of the target library. Sometimes, there is no
obvious method to leak the base address of the library during the
runtime, which makes the completion of payload even harder.
To leak the base address of the library more efficiently, we decided

to use Meltdown exploitation. Meltdown use side effect of out-of-
order execution to break the memory isolation between kernel space
memory and user space memory. Meltdown exploitation performs
the side-channel attack and dumps kernel and physical memory at a
decent speed according to the paper.
After getting a full memory dump, we can use the memory foren-

sics framework to identify each section of memory and find crucial
information such as page table to translate the physical memory to
virtual memory [5]. From the memory layout, we can finally get the
base address of the library after ASLR and construct our payload to
exploit the victim machine.

Objectives

The primary objective of the research is to find an alternative way to
leak the useful information from memory. During the experiment,
we also want to find out the exact memory dump rate from the dif-
ferent machine as well as the stability of each attempt. Another
objective is to provide a comprehensive review of the literature and
compare it to real-world attack.
The result of this research will be valuable to the field of informa-

tion security, specifically, binary exploitation. We can also develop
the integrated or auxiliary software to reduce the overall process.

Methodology

This methodology simulates the real-world scenario where both the
attacker and victim are in the same cloud service using the same
machine with the different account (virtual machine). The victim
might be the host or guest user of the physical machine.

1. Base on Meltdown exploitation, we need to create two virtual ma-
chines (one for the attacker, another one for the victim) on the
same computer to share the same physical memory.

2. Start a service which has overflow vulnerability on the victim ma-
chine, and the service is under proper protection (PIE, RELRO,
Canaries, ASLR turning on).

3. Start Meltdown PoC under the attacker machine to dump the full
copy of physical memory and collect the information about the
dumping process.

4. Using memory forensic software to analyze and match the library
version and base address for the payload.

5. Construct the payload and send it to the service of the victim ma-
chine. After attacking, evaluate the accuracy and performance of
the payload.
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